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Abstract

T o d ay 0 sinfatmatpondvealdad society warrants the usage of web search extgihelp

users forge and navigatee evergrowing landscapeThe Googlesearch engine exerts its mass
monopoly power to best fulfill search queries for users through algorithmicakingpand
personalizingsearch resultsGoogleidentifies, tracks, aggregates, and utilizes personal information
about its users, and collects it within an indival profile,the digital selfin order to achieve these
personalized results. Under the disguise of conveni€Gumaygleis effectively violating the privacy

of their users. Using personal information as curreBogglethereby grabshe reins of control

over personal informatiofiom the useranduses ito make assumptions and decisions about who
they are and what they may likar profit. This study therefore aims to explore the compromise
being made boogleusers.Ut i | i zi ng Googleds modern and eff
information retrievaln turnputs ugr personal information at riskCombined with the mechanics

of the inner workings of Googland relevant theories in the field of privacy and information ethics,
a mixed methods user research stwadgconducted toxglore this compromise and gauge user

attitudes about privacy, personal information, and the digital self.

Keywords: privacy, personal informatiosearch engine§oogle, profilingthe digital self,

ranking,control, choiceconvenience, trust.
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Introduction

Google in Our Digital Information Society

Todaydés digital i nformation soci-evegrlicadcdm
landscapellt is a society that revolves around the concepts of sharing, seeking, and communicating
all types of information on digital platforms, at optimum speed,arthe touch of a
fingertip. Presently, humans are active participants in this society, and could be considered
simultaneous information creators, seekers, and aggregators. We generate information about
ourselves, by our own input or by that of otheswell as search for it on the Internéie use
Internet technologies, such as web search engine&tkgle to help us make sense of and
navigate the increasingly growing amount of information available t&asentially, we are
swi mmi ngrimata ofmi rofver |l oado digital | andscape t
to, but simultaneously have trouble navigating without Internet search services.

Lynch speaks to our digital information society, and explains how we as humans are
becoming morelependent upon these technologies to navigate the plethora of information that is
available to us.

AOne way of describing the direction
that many of us are starting to adapt to what we might call a digital form of
lifed one which takes life in the indgphere for granted, precisely because
the digital is so seamlessly integrated into our lives. The Internet of Things is
becoming The Internet of Us, and figuratively, if not literally, we are
becoming digi thald). humans, 0 (Lyn
Frequently utilizing digital search engines suclGasglemakes sensebecause they help us to
understand and find what is available to us, a task that would be daunting on our own without their

technological featuresThey do so by making theast infosphere seem smaller, more concise, and
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personalized, just for us. As Lynch warns, because these tools are becoming so integrated into daily
life, they are becoming a part of who we are and how we function as humans in this
environment.Consequetty, we as humans are also becoming a part of what they are, and how they
function as technology in this same environment.

Digital technologies such as web search engines therefore serve as boats to forge our new
and previously uncharted information lanaise. Web search engines likeoogleare capable of
locating and copying information from the Internet into their index, and presenting it to users in an
understandable, but alpersonalizedormat. This study in particular will focus oBoogle and
how it achieves these personalized results for its individual users by collecting and aggregating
personal information about them into a profilWithin this study, this profile will be referred to by
t he ter m, 0 Gdogejustifiegtheir arétionofahle figitad self by claiming that the
collection will achieve more personalized search results, thereby marketing the ranking relevance as
a factor for usage of their servicBWe use the information we collect to customize our services for
youuncl uding providing recommendations, persona
(google.com/privacy).

Through this justificationG 0 0 g priga@yspolicy claims to value user privacilowever,
the practices of personalization and profiling are inherently programmed to do the opjaosite:
make categories, judgements, and assumptions about users based on this personal information.
Information is collected in the form of likes, dislikes, clicks, links, search query entries, logged
data, and beyondAssumptions that can be made range from purchasing behavior to credit scores,
and in between. This col | e dormatomtéGoogleapplieatiopsy r p o s
third parties, affiliates, and advertisers, in order to create personalized and relevant results for
search queriesAs this study will examine, this practice ultimately results in a loss of control over
user personal imfmation, and further their privacyc o o g prailing of users therefore brings to
light questions and discussions about the usability of their service, and the opinions of users who
utilize it.

As Googleis an extremely popular search engine arounavtiréd today, they have the
funds, resources, and tools to maintain a very large index of information from which they draw their
search query resultue to this mass monopoly over the search engine market, they are able to
store and update large quaietitand types of information for retrieval. In this se@&@yglecan be

seen as a Ogatekeeperod to the accessibility o
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AThe technol ogy of sear cscalehadhwéare)ng
and the algorithm, working on a massive scale, shapes how content is
accessed on the Webbhis turns search engines, @adoglein particular,
into gatekeepers...Gatekeeping intielato search engines does not pertain
to content: Googleprovides no content itself (or only a tiny amount), but it
provides access (again with exceptions, such as censorship) to the whole of
t he We b 6 Fhug insteddeoingatekeeping it is mopp@priate to
speak in the case of the search engine component of this large technological
system in terms of a dominant share of atteiitrothe sense that content is
largely accessed in this way by us€soglehas a dominant audience share
of attentian; put differently,Googledetermines online visibility and
prominence, 0 (Schroeder 149).
As Schroeder state§,0 0 g predénsnance and monopoly over web information content not only
determines what is visible, but further content is availablether,if users would like to have
access to the largest amount of visible and available inform&@moygleis the search engine that
will deliver it. However, in order to deliver this information, they must also accept that data about
their interactions witlGooglewill be collected and profiledFollowing this logic highlights a
compromise that must be made among uséfsen humans use and rely Googleto deliver them
access to relevant search results, Bnd ease
overl oadbé, they may indeed compromise their
The aim and interest of this research study is to explore this compromise by analyzing the
key factors of profiling, personal information, personalization, and the digital self, to detdravin
and why individual user privacy is violated &pogle This problem statement will be answered
through the explanation and discussions of the technical software of the search engine, the
arguments and concepts of multiple privacy theorists, asawellconducted user research
study. Combined, these elements will contribute to original arguments and discussions about the
topic at hand. The results and findings of this study hope to illuminate the issues within the privacy
compromise. It should b®oted that this is not a technical computer science study, but rather the
focus remains on the topic of informational privacy.
In particular, the independent user research portion of this study will be the main focus for
understanding and answering thelpeon statement, in combination with the theories and concepts

discussed and dissected throughothis user research study aims to achieve an answer to the
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problem statement through three carefully constructed research questions. These research questions
were constructed after an attentive visual analysis dbthmglesearch engine, as well as a
comprehensive reading 6o o g prigaéyspolicy, along with relevant literature within the fields

of privacy, search engine behavior, and digital informatibitet These questions aim to be

answered through the mixed methodological approach of triangulation, utilizing both a quantitative
guestionnaire method and a qualitative focus group method in order to obtain results for analysis

and discussionThe thregesearch questions are as follows:

1 RQL: What factors influence how search engine users perGew® g tokedtien and
aggregation of user personal information into the profiles of the digital self?

T RQ2: Do search engine users viéw o g prdiling of the digital self as a completely
accurate picture of who they are?

T RQS3: To what extent do search engine users &w 0 g a4ggrégation and usage of the
digital selfdés personal information as a Vv

The hypotheses for this research study were developed after the creation of the research
guestions.The hypotheses are molded off of the goals of the research questions, and what the
researcher originally projected might result from the start of the stliggrefore, these three
matching hypotheses serve as a projection of potential estimated results that may occur. lItis
possible for the results &ther align onot align with these projectiong.he three hypotheses are

as follows:

T H1: Multiple factors influence how search engine users perd@iveo g tokedtion and
aggregation of user personal information into the profiles of the digital self.

1 H2: Search engine users do not view o g priling of the digital self as a completely
accurate pictre of who they are.

T H3: Searchengineusersvigso oghg@gdsegati on and usage of t

information as somewhat of a violation and loss of control over privacy.

Thesis Structure

The first chapter of this thesis outlines the background and frameworks behind the study at

hand. The mechanics and functionality of search engines in gener&@aoglespecifically are
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described as important for the terminology within the theories piegéhroughout the studyhe

query process, the retrieval model, algorithms, indexes, crawlers, profiles, and cookies are among
the technical software terms that are highlighted and explaiedher, a deeper explanation of the

inner workings ofcGoode are outlined, using this terminology. Personalized results, ranking,
profiling, and 6data as currency6®6 practices a

Chapter 2 focuses on the applicable theories and discussions about privacy, personal
information, and the digitale#f. The first two sections within this chapter discuss the meaning of
the term 6the digital selfd within the contex
individual Googleusers and their online live$dere, theories will be dissected o thature of how
and why the digital self functions and can be interpreféde third section defines privacy and
personal information in the context of this study, and how it interrelates3ntlo g practicas of
personalized searchThe fourth sectio discusses the importance of alternative search engines, and
how the factors of choice and control contribute to the violation or protection of user
privacy. Throughout this chapter, the testimonies from two supplementary interviews, in the fields
of information ethics and search engine behavior, are intertwined to support theories.

Chapter 3 of this study outlines the methodology utilized to conduct the independent user
research studyHere, the mixed methods approach of triangulation is outlined,iegdleand
justified for usage Whetebearch ddasigres illsistrated thidwggh gpfigurea me
created by the researcher, separated into different tiers to signify how the methods are broken
down. First, triangulation is explained. Sexh the nature of the equal status of the two methods
being implemented is outlined. Third, the quantitative questionnaire method design is depicted
followed by the qualitative focus group method desigastly, the timeline, material, and
execution ar@utlined to set the boundaries for the study.

Chapter 4 presents the results analysis and discussion for the user researchhstyghal
of this section is to connect and correlate the technical software terminology, grounding theories,
and results toige insights into patterns within the research field, as well as to effectively answer
the research questions and hypothe3d® chapter is divided into three distinct sections, with each
addressing the respective research questions and hypotheses.inSwction 1 focuses on RQ1
and H1, through the arguments of trust and convenience. Section 2 focuses on RQ2 and H2, and
discusses the importance of context when understanding the digital self, and user attitudes towards
personal informationSection Focuses on RQ3 and H3, discussing user attitudes towards

G o o g Viodafios of their privacy. Both quantitative data in the form of charts and graphs pulled



Mangionel2
Master6s Th:

from the questionnaire, as well as qualitative data quotations from the focus group weretatilized
discuss and analyze the results.

The fifth part is not a chapter, but follows the results covering the limitations and future
considerations for this study or new researthe limitations of the study are categorized by the
resources and materialsneline, researchers, demographics, and research results, respectively.

The sixth part of this study concludes this thesis, discussing the conclusions that can be
drawn from the entire projeciThe conclusion aims at drawing interconnections to all jpéttse

research and suppong the most important evidence.



Mangionel3
Masterobés Th

Chapter One

1.0 How Does Google Work?

This chapter focuses on the functionality and mechanics of search engipesticular,
the wayGooglefunctions. Googleis one of largest search engines in the world, and holds strong
predominance over practices of web information retriefi@ooglehas succeeded...It dominates
the globe.Though estimates vary by region, the company now accounts for an estinfated 87
online searches worldwiddt processes trillions of queries each year, which works out to at least
5.5 billion a day, 63, 00 WhieGs e g praddhsnanceofeuthei g g
search engine market is noteworthy, it applies similar basic technological parameters and tools as
many other search enginesor this reason, it is important to not only understand Gowagle
works within this study, but also howe functional elements and technical software parts and of

search engines in general function.

1.1 Functionality

First and foremost, a web search engineds
of its usage within the discourse of digital information society, privacy, and the digitahsekb
search engine can be generally categorized as a dig§zedf information retrieval system, with
free-range access for Internet users to explore with a just a few keystrokes. At its most basic form,
a web search engine provides a search box, in which a user on the Internet may type in a query they
would like a response toAfter clicking search, the hope of each user is that the web search engine
wi || retrieve multiple results to best answer
someone typing in a query to a search engine and receiving amswersorm of a list of

documents in ranked orderé. o (Croft et al. 3)
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engines utilize the retrieval model in order to achieve searchreBuis. r et r i e v al mo d e |
representation of the prosesf matching a query and a document. It is the basis of the ranking
algorithm that is used in a search engine to
While web search engine query fulfillment takes place online on the Internatigaido see the
parallels that can be drawn to the fields of information retrieval and knowledge organization.
One may not necessarily think that web search engines are a prime example of an
information retrieval system, when one thinks of the fielchdrimation scienceln the past,
libraries and catalogues have often served this role within society. Libraries and analog information
retrieval systems continue to fulfill this role diligentliiowever, as modern society becomes
increasingly digitizedsearch engines often have more funding and resources to invest in becoming
a more powerful everyday vessel for information retrievalcording to Salton, the field of
information retrieval i's one that refievalisafrelde n gi
concerned with the structure, analysis, organization, storage, searching, and retrieval of
i nformati on, 0 ( S a&houghldifferennfrorttheir Analoggtedeeessor systgms,
web search engines fulfill theses same qigalifons within a digital format, and are therefore
capable of fulfilling a similar information need for its users. According to Croft et al., a web search
engine such aGooglec an be defined as an engine that, fn
terabytes of data, and then provide sub second response times to millions of queries submitted every
day from around t h €roftvedal dirkctlyostatesGhatonelt seaech engiles 7 ) .
provide a swift solution in order to comb through vasbants of data at a faster speed than other
previous information retrieval techniques, all the while retrieving through a much larger index
database than ever beforoday, the continuous flow of information and data creation by
technological device integtion into everyday life demands a system that can perform and sift
through it more rapidly.
Ultimately, at its core, the goal of any web search engine model is to strive to ensure that a
query is properly satisfied by the user posing the quesfanording to Croft et al., two particular
goals for most search engines to strive for are paramount to others.
AEf f ect i ve n\esvanttdbe abée toiretrigve the most relevant set
of documents possible for a queilgfficiency (speed): We want fmocess
gueries from users as quickly as pos
engine is determined by these two requiremeBexause we want an

efficient system, search engines employ specialized data structures that are
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optimized for fast retrievalBecause we want higluality results, search
engines carefully process text and store text statistics that help improve the
relevance of re8&8ults,o (Croft et al
These web search engine goals are paramount as they directly speak to user nestganeal f
digital society. As users want faster and more relevant results, the engines that best employ an
architecture and algorithm that accommodate these growing user needs could naturally rise to the
top. In this way, it is possible for web searchyeres to be viewed as a modern and developing
method for fulfilling rapidly growing user information retrieval needs.

The functionality of a web search engine in the information retrieval field today is nearly
unmatched.While libraries and publishers haereated their own information databases to keep up
with the digitalization of documents, each of these are simphgsulps of the larger pool of
information that is available wh&boogledelves into their massive index for query responses.
this denanding and dynamic digital society, it is clear to see the appeal of the functionality of web

search engines.

1.2 Technical Software Mechanics

In addition to understanding the functionality of web search engines as digital information
retrieval systems, it essential to understand the basics of how their technical software parts are
developed and functiorMore specifically, understanding the roles that software parts play in the
development and usage of a web search engine correlates to an understaheingstness and
powerGooglec an hol d over usero6s digital self profi
the application of these featurddnderstanding the following terminology and concepts allowed
for the research to take on a more technical perspective, withcalogiyie for analyzing the
tracking, collection, and aggregation of user input or-uslated information, as well as how an
engine can manipulate these elements.

Web search engines incorporate numerous elements that work interdeperigiacitiyart
hasa particular function and plays an individual role in this process, while at the same time
contributing to the overall engind.o begin, is important to differentiate between the two types of
components that overarch and comprise the way a web searok degivers resultsthe query

process and the indexing process. According to Croft et al., these two components are separate, but
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also dependent upon each other in order for the engine to funitiSre ar ch engi ne com
support two major functionsyhich we call thendexing procesand thequery processThe
indexing process builds the structures that enable searching, and the query process uses those
structures and a personds query t o -p5). blaeyitc e a
is evident that the two processes working together deliver the search results to the users.
First, the query process provides an interface between the user and the search engine
technology, allowing them to see what results have been suggesteivassao their queryAs
briefly mentioned above, the query process includes a question asked by the user that is answered
through a presentation of ranked potential solutions. The results are ranked on the results page after
submitting the query ofthe s e r 6 s BdyanatBeirasugts page, users are not able to see any
component of the indexing process.
Second, the indexing process is a bankl development for creating the database from
which results are extracted and presented to the Uiberindex is essentially a copy of the Internet,
Sso to speak. A search engineds developers co
databaseThis indexing process is never touched by the user. This index database is the place from
which the agine retrieves results from, and thereafter rank them for users to view on the interface
page. Therefore, when a user types a query into a web search engine, the results they are shown are
ranked documents directly taken from the index that are deeratd asd relevant by the search
engine. According to Croft et al., there is a very specific technical process developed to ensure that
an index is both created and managed properly.
AThe task of the text acqui si Bbleon co
the documents that will be searchedé
transforms documents intodex termor features (Index terms, as the
name implies, are the parts of a document that are stored in the index and
used in searching.)...The indeseation component takes the output of the
text transformation component and creates the indexes of data structures that
enable fast searl®hing,o (Croft et al
Indexes are therefore databases that store documents based off of index terms tthetrmadcre
easily retrievable for the enginebdbs code to i
The technical tool that web search engines use to copy the Internet into their index is called
a o0crdwkeeedgineds o6crawlersdéd are released int

that can be copied into the index, and additionally to ugatatgously entered page# addition
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to ensuring that crawlers are able to find as many document pages as possible, making sure that
crawlers are also finding the most updated versions of each of these document pages takes a

substantial amount of resmas andtimei | n many applications the cr
responsibility for identifying and acquiring
designed to follow the | inks on web pages to

17). This ensures that pages are always in the most updated format to best answer user queries.

Moreover, the query process and the indexing process connect through the implementation
and usage of a soft war dtiséé wsendemttiondhatiblingsdhesen 6 a |
two processes together to utilize the ranking algorithm for search results. There are algorithms
specifically for finding the document within
ranking them in a specific orddetermined by the code.

When a user submits a search query within
begin working. In his article entitledhe Relevance of AlgorithniSjllespie defines an algorithm
as a coded tool formula, almost like aipe of ingredientsi Al gor i t hms need not
the broadest sense, they are encoded procedures for transforming input data into a desired output,
based on specified c&dcamdinp@Cherrea s ppo( &I | Rdbpbeag
algorithms, commonalities between data can be parsed and patterns within data then identified and
| abel ed -Lippold CaB)e Bssentially, algorithms are written and generated lines of code
designed for a specific purpose and functidherefore, search eimg companies in particular
design their own algorithms in order to retrieve information for their unique combinations of query
and indexing processes. Il n other words, a we
6reciped of BerREtingtiboesreeul psepage, 6t he me

According to Croft et al., there is written code dedicated to each algorithm, which must be
interpreted for each individual submitted quefiyT he user i nteraction ¢ o0mj
interface between the personmpthe searching and the search engine. One task for this
component i s accepting the userods quer-y and t
16). Through this logic, it is important to understand that not all algorithms are the same. While
many may have similar lines of written code, each are developed for interpreting and transforming
di fferent code and for different purposes. A
with databases on whi c ©OnhwhenifairedevithiadunctioacagGani | | es
algorithm truly come to life to fulfill its goal. In the case of search engines, the algorithms come to
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life when prompted with the user interaction search query function to delve into the index and
retrieve and rakresults.

The mechanical terminology within a search engine is vital to understand in this study,
because it serves as a launching point from which the conversations about web search engine
privacy, user behavior, and the digital self can be expandedwms bfGoogle Understanding the
search query process is vital for comprehending how vast of an amount of pedpteghifor
query fulfillment. Understanding the meaning of an index is also essenti@pagleis a search
engine that creates its owrdex, and has one of the largest, thereby enabling it to copy more from
the Internet and have a broader spectrum of potential answers to q@zeaeders are relevant
because they directly relateGmogled s power ovVver HamdfthaeasenGoodler o ws i n
has gained widespread authority is because it has had the most capacity and resources to release an
manage the most crawlers to copy the Internet at a faster rate than other search engines have been
able to. They also have more power andaeces to make sure that this index copy is updated
regularly, thereby refreshing their pages more quickly and producing more updated results. Both of
these aspects contribute to O0the relevanceb6 f
that feels as through their queries have been properly answered previeustythese terms and
the others explained, it is also possible to move further into how they are applied in relation to the
G o o g $peciissearch engine.

1.3Googl ebs Authority

Googlehas become the most widely used web search engine in higtcegrding to

Schnei er @omoglecontrol@tvdgt eh,i rids of the US sedr ch marKk
particular over the past decade specifically, this number continues to g@paglehas become
somewhat of a monopolylhough the company itself may deny the nature of this monopoly,
claiming that there are other search engines in their realm of competition, other engines do not
come nearly as close in terms of share of the etaifkoday, to ask most Internet users to stop
usingGooglecould be synonymous to stopping their most easily accessible flow of
information. The web search engine has gained so much popularity that the brand itself has become
synonymous with the verb sgarching on the Internet.

fGoogleis synonymous with search and search engines, the same-tiag/ Q

are synonymous with cotton swabsébut
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so powerful that they have become interchangealihe. brand names have
outweighed he name of the products themse
nameGooglehas turned into a verb that 1is
daytooday speech, 0 (Bradley 23).
The verb égoogled was officially addg2806;t o t he
(public.oed.com).Since then, the verb has caught on in modern English language, truly embodying
the essence of search engine behavior.

Additionally, Googlehas gained so much popularity that its usage has somewhat replaced
the idea of &®Kmowknqa@oéwi th using the search el
answer.According to Lynch in his boolhe InternetofUs t hi s type of wusage
contributes to t he Googleakinconvi @fftgn.timdessn an kpeérsored t er m,
conversation, one may stop to 6googled inform
hand (Lynch 23).Perhaps one may have forgotten a term or name, or rather they would like
suppl emental informati on ab o anginetdiageamt carpdalicupt hey
on my phone can be consuR4). éGbogelgrmo wi mogpa@ @fgfae ms
an accessible service that delivers instantly.

On the surface level, this popularity, new verb usage, and new waylibband) to
everyday conversation may seem somewhat harmkésaever, digging deeper reveals that
G o o g widespsead prevalence is infiltrating the way users behave and think as humans, pushing
them further into technological dependence on its platfgksiLynch st at es, A Under st
necessary condition for being abl e Ganglexpl ain
knowingd6 is only a s hTahe odw ftfyepree nocfe ufnrdoem sat catnude
upon the i dea tdmofidf menkrpandvda deep dnderssandm@ad ieformation, not
surface level facts that can be forgotten inaninstanh ut i I i zi ng the verb 6
t he ¢ orGooglektn oowi nogé i n daily conversattheons and
engineds predominance over the way we receive
it is, and our privacy surrounding it.

One of the mainreaso®@oogléd s predomi nance in the modern
notable is because of thentrol and manipulation they employ on their technical features of in
order to achieve mor e Adnpestionedimtiaelmechanidssectsoe ar c h r
previously above, the combination@bogléé s speci fi ¢ search eingine a

crawlersdé capacity, deter mi ne Thi@manipulathn alodwvy u s e
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for Googleto exhibit specific types afontrol over the flow of information through their search

engine. ThereforeG 0 0 g popufasty speaks to theed that many users stick with it because they
mar v el at the engineds specificity, as well a
search.Personalized results are a factofaod o g popuiasty, because they address the

O0r el ev an c edneeflsa@ftenp people will ratern to an engine that feels as through their
queries have been correctly answerkldwever, the next two sections will explore the inner

workings of personalized results, and hGw 0 g popufasty does not warrant it exetrfrom

privacy concerns.

1.4 Googl eResulBRanki ng

This section will focus on howooglespecifically utilizes the technical elements behind
their ranking algorithm, and how these elements contribute to inherent privacy concerns.

Firstly, G o o0 g $earéh®ngine algorithm includes a specific ranking formula that has yet to
be explicitly released to the publi@his algorithm is somewhat of a secret blueprint for why users
receive the specific search query results that theyAdoording toG o o g prigadyspolicy, the
word oO6algorithmd is onisypemetrt icomaMe alsomuses t adama g
algorithms to recognize patt erBecusethe natmeobthiso ( p
algorithm is so sensitive, vefgw fully understand how it works in recognizing patterns in
data. For this reason, it is natural to infer tléab o g algorithenic code is a large contributor to
why it remains so popular, widely accessed, and with relevant reSoltise fully and abdutely
transparent and give away their algorithm for success would essentially mimic giving away a secret
recipe for other web search engines to mimic this suc¢éswever,Googledoes claim that
transparency is important to them as a compamyrderto increase this transparency with their
usersG o 0 g priga@yspolicy does indeed list the intentions of their algorithm
(policies.google.com/privacy)Within this policy, a generalized outline of h@wogleranks
results can be found, and will be irgeeted in this section.

For the majority ofc 0 0 g €adydife, their originaPageRanlkalgorithmic formula was
utilized in order to match user queries with the results they were looking$sentiallyPageRank
was able to determine which document sources feomo g indexXdveere more authoritative than
otherssin Most of us asGoogha teriniwa all seg the samevesttite ones that

t he ¢ o mp a rPggéRanidigarithm suggests are the masthoritative based on other
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pageso6 | i nkAccodingtdGillespies, the devlppmentRdgeRanlbuilt the logic
that, fAa page with magiualiintcyo nsiintge sl,i nikss ,s eferno ma ¢
and is more likelytobetee vant t o t hi s us eAsPariserang Gillespie ( Gi | |
point out,PageRankvas indeed a part @ o o g algorithenic measurements, determining which
documents would match user searches bes$ed off of what othgsoogleusers deemed edible
for similar search queries, as well as what pages have been visited the most often from the best
sources.While PageRankvas in part responsible f@& o0 o g fise 10 web search engine success,
this approach i ndeed hrmatowatdswelh deackieweweli, gethapss 6 p o
seeing the populist drawbacks of votes on pa@es,0 g algorithenic approach pushé&hgeRank
further. Googledecided to make alterations to this original algorithmic formula in December of
2009, marking a majashift in web search engine results forever.
What began on December 4, 2009 was the ongetaob g tusemtsearch result ranking
strategy and formulapersonalized search results for evéigogleuser. According to Pariser, the
induction ofG 0 0 g peesdnalized results came about somewhat inconspicuously, with very little
insight into what the future might hold for this type of ranking.
AFew people noti ce@&oagopompéae blohomt appe
December4,2009L t di dn 6t ionb-reogweépmg proaduricements,
no Silicon Valley hype, just a few paragraphs of text sandwiched between a
weekly roundup of top search terms and an update &oub g finanges
software...the headline said it all
e v e r y Stantiegihat morningGooglewould use fiftyseven signals
everything from where you were logging in from, to what browser you were
using to what you had searched for befdacemake guesses about who you
were and what kinds odwerelodgedout,ytouodd |
would customize its results, showing you the pages it predicted you were
most | ikely to-2click on,o0o (Pariser 1
At the time, the change was brought up as a sideline fealleGoogleuser interface changed
very little, meaninghat this algorithmic change may not have been as easy to spot at
frstt iChanges can occur without the intgegoface to
(Gillespie 178). Howevesoon this change rattled the Silicon Valley, and would have lasting
effects on each and every individ@@bogleuser. From that point forward, personalization became

the new way in which users could receive results for their search quierigddition to the populist
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nature of clickranking, results would now be rankedwlgat each individual user might find
personallyrelevant. iG o o g &nacdireement marked the turning point of an important but nearly
invisible revolutionn how we consume informationYou could say that on December 4, 2009, the
era of personalizatorebgan, 0 ( Pari ser 3) .

According toGoogle,the fifty-seven signals they would use to deliver results would remain
somewhat anonymous in order to preserve their algorithmic formdditionally, the number of
signals that they utilize has grown since thigst announcement and continues to with each passing
year. Lastly, and somewhat most importantly, user results are tailored specifically to one as a user,
and one would no longer receive the same exact results as gaotdgteuser.i Now you get
result thailG o o g &lgoritsn suggests best for you in particul@rand someone else may see
something entirely differentln other words, there is no stand&@doglea ny mor e, 0 ( Par i s
2. This shift would be | mpl emearmtra ch gby oanptoenemn ioc
ranking algorithm that allocates a score for documents to be ranked in a specific order (Croft et al.
25-26). All of Go o g fiftg-8egen plus signals are therefore being used to contribute to this
scoring component, in order personalize search.

The expansion of theooglePageRanlstandard brings to light a number of critical privacy
issues with the search engine, related to personal profiling and advertising m&twmasg | e 6 s
personalized search can be understood as having a critical influence on user privacy as seen through
the two lenses of profiling and advertisemeniteerefore, the mechanics of both of these will be

explained below.

1.5G o o g Peesonslization and Profing

This section will focus on howooglespecifically utilizes the technical elements behind
their personalized results and profiling of users, and how these elements contribute to inherent
privacy concerns.

The end of December 2009 marked the begmuwinthe new era of the personalizedogle
search engineWhile Googlethemselves outlined this idea, the process of how they are able to
deliver this is not necessarily public knowled@éerefore, a combination of literature from
G o o g prigadyspolicy, as well as numerous experts in the academic field and business, must be

combined in order to grasp more specifically how it works, as well as its consequences. One of the
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important techniques th&oogleutilizes to create personalized uéts is the collection of user
personal information.
There are numerous ways inwhi@ooglei s abl e t o data.Gillespiet 1t s U S
out | Googlehassi ve network and resources for obt a
personal and el details as part of the@ooglet profile. It keeps exhaustive logs of every search
query entered and every resultclickédt adds | ocal i nformation bas
stores the traces of web surfing practices gathered througimtbeg si ve advertising
(Gillespie 170). Googlethemselves affirms this within their privacy polic§aoogleis transparent
in owning up to Ocustomi zedd s e@oogehffliatelsul ts b
accounts, as well as whdmety are not logged into them.
AWe use the information we collect t
including providing recommendations, personalized content, and customized
search resul ts. . . Whongleikcoounhanehaweihg n e d
Web & App Activity control enabled, you can get more relevant search
results that are based on your previous searches and activity from other
Googleservices...You may also get customized search results even when
youbre signed out, o )policies.googl e

In affirming this,Googlethereby is acknowledging that their signals and identifiers do indeed

collect user data in order to provide personalized resuhisrefore it is possible to conclude that

any information a user provides, or in some way aasexwith onGoogle,has the potential to be

tracked, stored, and aggregated.

G 0 0 g prigaGyspolicy goes on to explain one of the ways in which they complete this
tracking:t hr ough the coll ection of &éi dennfoimatiorer sd a
inferred information, and preferences while using all platforms in their senddestifiers are
often hidden and sGowmrgereadsygolicyYocondirmEk areelaried entoia ¢ h
user 6s device when (policesygoogie dom/prisacyjAecarding o Wackse r vy .
cookies enabl&oogleto recognize if the device has ever interacted with the service before, as well
as the data that has been input or inferred about the user while utilizing the site with the cookie.

AThleo¢wooki es] enable the website to r
with which it has previously interacted, and to remember details of the earlier
transaction, including search words, and the amount of time spent reading

certain pagesln other word@, cookie technology enables a websitg
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default-furtively to put its own identifier into my PC permanently in order to
track my online conduct. And cookies can endure; they may show an
extensive list of website visited during a particular peribthreover, the text
of the cookie file may reveal per son
It is vital to understand the relevance of O0c
way through whiclG o o g tarkidgsalgorithm may make decisions to determine which results are
most likely to be applicable to certain users.
In addition to cookiesiz 0 0 g prigadyspolicy also explicitly states that monitored user
activity is tracked, stored, and aggregated fateindividual search engine usdihis activity
refers data such as, fAwhat we | i ke, whom we |
protest , 0 Thethetivitg tbatithely colledt is claimed to be used in order to provide further
personaliation for each user.
AWe collect information about your a
do things like recommend a YouTube video you might like. The activity
information we collect may include: Terms you search for; Videos you
watch; Views and interactions with conteand ads; Voice and audio
information when you use audio features; Purchase activity; People with
whom you communicate or share content; Activity on Hpiadty sites and
apps that wuse our services; Chrome b
GoogleA ¢ ¢ o Ypolicies@oogle.com/privacy).
Here in this excerptzoogleis careful to speak about the collection of user activity, and gives
example of how it could be used to recommend a web video to aRedraps, this video may
seem harmless at ftrfhhought. HoweverGoogleis applying this same logic in types of
recommendations to the search results of their users through the collection of these types of data,
which may seem more intimidating or loaded to suggest in this policy.
Googlespeaksopdny and transparentl y abéanveverf hei r (¢
they do not speak openly about how this information is aggregatedpntdila about eaclGoogle
user. The collection itself is noted, but the company ultimately gives few clueshas\tthis data
is used in profiled formatAll of the dataGooglecollects is aggregated into one place, a profile,
that can be used to describe and represent each indi@dogleuser, as well as make judgements
and decisions about what they may lidslike, or do. Within the context of this study, this profile

wi || be referred to under the term O60the digit
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chapter.G o o g foren@fgigital machine profiling of its users into a digital self iggtrated by
both Elmer and Buchefi Such i s the work of o&éprofiling mac
detailed consumer profiles to anticipate future needs. These forms of algorithmic profiling thrive on
the continuous reconfiguration of identificatarn d per sonal i zed forms of
Bucher 34).Profiles of users thereby thrive on the algorithmic collection of user data from
personalized monitoring, which feeds the idea of who a person may be, and what decisions can be
made for them Additionally, according to Chenelyippold, the more often this is done, the more
G o o g algorithen has the potential to learn and compute similar collection situations, thereby
further molding the imaged profile of the user.

AAs t he c ap a ddaggyegatefusercdatanpcreasesrarsd

algorithms are improved upon to make disparate data more intelligible and

useful, the ability for realime cybernetic modeling to monitor, compute, and

act becomes more efficien8o as more data is received abookdain

userd6s behavior onl i ne, new coded <co
the user is believed to be and-what
Lippold 168).

Additionally, CheneyLippold goes on to explain that this can be accomplished thrawsgries of
categories that users are separated into, and matched to based off of their profiled collected

data. Accordingly, when data is algorithmically categorized in profiles this way, it limits the

individual to the confines of the algorithmic piefl categories, and leaves very little room for
excess meaning or contradictory interpretatio
identity can be articulated according-to the
Lippold 170). In this way,G 0 0 g prdiling of users forces them to conform to certain

characteristics, thereby insinuating that the digital versions of themselves match the analog, human
versions of themselves.

The techniques through which these categories are filtered are called adaptive and
collaborative filtering.According to Croft et al., adaptive filtering comes from the idea of dynamic
user profiles: the profile is constantly being updated as time guegth new data input by the
user or automatically based on their activity (Croft et al. 422)ditionally, collaborative filtering
then considers the relationships among differ
advertisements and rdwu(Croft et al. 436).
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It is from this exact logic, that which a pathway is paved into Goavo g tokebted digital
self profile data is utilized to create personalized resilke main goal o6 0 0 g peesdnalized
search results is not just to peesindividual users with what might be particularly important to
them and their search queri€Bhis personalization can indeed provide a desirable service,
however, it does so at the expense of the privacy of users through targeted search engine
advertsements.

According to Croft et al., there has been and continues to be much research regarding the
development of algorithms to maximize the profits of ad campaigns that are tailored to certain
search engine users with particular data categorizes atttitmitbem in their digital self
profles i Adverti sements are not selected solely b
Instead, advertisers bid for keywords that describe topic associated with their product. The amount
bid for a keyword thatatches a query is an important factor in determinihghvadvertisement is
selectedy ( Crof t223 T hatefaakd, i f a userdés profile c
previous searches, or factors, and advertisement has the potential to basceledant to them or
not. These advertisements will then appear in the personalized ranked search results for the
individual, and will often stand closest to the top of the page for easyadasdss. This is essential
for understanding hoooglefunctions and generates profit, as the more personal information that
is collected, the more advertisements that are satisfied and successful through search responses, anc
consequently the more reven@eogleis able to obtain.

Alf you sign wup Temdbdbanytmmiendg adamdy obvi ous
theydre making money off of yo®Rerhaps{in@fitmg e and
manner, thé&New York Timear t i cl e entitl ed, O6You Are the Pr.
6 f r e eeddigitalrséniices that do not ask for monetary payment, are often exchanging another
type of currency:user data. It is through this logic that the digital self can be understood as being
utilized byGooglet o cr eat e O6per s on mtludezadvdrbsenseptadiractedat e s u | |
specific individuals.In this senseiGooglec an be seen as a type of dda
into Amarketabl e categori @8%e bgetbgbtemset hda
exchange forservices. . | f somet hing is free, youdre not t
62). As users continue to search widho o g éngirge stheir digital selves grow and flourish with
more data inputAs this data accumulateS,0 o g algorithens are able tguess which category an

individual might fall into, and which advertisements in turn might be relevant.
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In his book,The Googlization of Everythinyaidhyanathan substantiates this.
Vaidhyanathan dissects the disguise of relevancy and personalizationzitig that it is just a
camouflage to gain more revenue from targeting &tisclaims that one of the grounding practices
ofGooglei s At he massive accumul ation of data on c
accurately and precisely targahall advertisements for small services for a small fee billions of
ti mes per day, and the appearance of offering
(Vaidhyanathan 59)As Googlecreates partnerships with advertisers, the advertisements from
these companies are matched with user data and digital self profiles that they may in turn be
relevant for.Becausésooglema kes a prof it , Aby using our pro
advertiserents keyed to words we search, precision is its géabglewants advertisers to trust
that the people who see their paid placements are likely customers for the advertised products or
ser vi ces éGodgllmowmnaboueus, the more effectiveitsadtei si ng servi ces
(Vaidhyanathan 83)WhenG o o g prigagyspolicy claims to collect data for personalized results,
they fail to properly describe the full effects that this personalization will also lead to the
personalization of advertisementsralevant resultsTherefore, they fail to describe that this
collection and aggregation of data could be considered a violation of privacy by each user.

Vai dhyanat han al-csentsrpieadk satttoi ttthdke o etgmwar ds
moderninten et usage, in which personalization i s h
6you, 6 however, is only a smokescreen for wha
everything entails the harvesting, copying, aggregating, and rankinfpohation about the
contributions made by e HeehVaidhyanathan explaindtlzeitraeh y a n a
goal behind the personalization and profiling technical software invalwedb search engines.

The O6smokescr eend tadicofdr elititieg usepserackusomenshnm wdBgogles a
on the basis that i1t wil IThibhengesvupanttheé suménaeeetito f o r
feel special and unique. However, in our quest to towards feeling special, Vaidhyanathan claims
that we are in fact exposing ourselves and personal informatioipsingour sense of privacy.

The combination of not revealing their exact search result algorithms, the aggregation of
user data into digital self profiles, and the usage of this datarfyeted advertisements brings
G o o g practices to light.Understanding the mechanics of how search engines in general work,
as well as hovzooglespecifically works, lays the groundwork for understanding the theories of the
digital self and hows 0 0 @ pees@nalized search engine results collect user information to create

it. Through the understanding thiis software tools, and mechanisms, the roles of privacy and the
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digital self will come to light in the next chapter of this studg Nissenbaumuggests, as the
understanding of these mechanics and theories grows, the more one may tend to worry about
privacyods role in search engine behavior and

landscape grows, so grows a sense of privacyrundas saul t , 0 ( Ni ssenbaum 4



Mangione29
Masterobés Th

Chapter Two

2.0 Privacy, Personal Information, & the Digital Self

2.1 Defining the Nature of the Digital Self

As mentioned previously, under the guise of personalized s€aoolgletracks, stores, and
aggregates data about its users into individual profilé®se profiles, referred to as the digital self,
are used to make assumptions and decisions for them regarding what they may be relevant to
them. The digital self can thereferoosely be defined as an algorithmically determined online
profile compiled of data both inserted and aggregated by and aBmdgheuser. Pariser
el oguentl yGdefti eésrytofasydu, 06 (Pariser 114).

The essence of the digital self cando@nected to the grounding theories within the field of
psychology, as well as those from information ethiss.important discussion within this study is
if the digital self is indeed being used to persondBpeglesearch results and make assumptions
about users, is it truly an accurate picture of who they émef*tder to dissect this argument, one
must begin at one of the primary theories in psychology: the theory of th&\#sdh speaking
about the digital self, it must be acknowledged that siserece of the internal self must be brought
into question.Within the context of this study, and through this psychological lens, the digital self
can therefore be interpreted asepresentational, faux selbuilt by Googlein order to make
assumptionsind decisions about the individual behind the profile.

While the field of psychology has determined numerous and expansive concepts of the self,

two in particular will be explained for the purpose of this studgre, the nature of the
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O0repr es amtdatoif arualéd t er mi nol ogy i s -d@aeé® da o nwd lhle
the theory of dédinternalizingbo. This theory i
been built up and outwards uponhe supeiego can be defined as the pafrthe analog self that
internalizesactions and values from the outside world, and brings thenthe individual as part of
the self, (Freud in Bernstein 427 he process of internalizing speaks to the idea that the
individual builds theiownself based off of how they view and are influenced by society around
them (Bernstein 427)Each time an individual takes in an element from society, they are
contributing to the structure which is their sdbiuilt off of how they uniquely see and interpred t
world. The individuathemselveg alone capable of doing thisVhile others can influence them,
they alone are able to internalize the outside world into their own self.

This theory is essential to dissecting the concept of the digital self pnafdéed by
Google Following this logic, the digital sefannotbe a truly and completely accurate
representation of the i1individual umnetereaes i nt er
it. While the user does indeed contribute to their digital self profile through providing their own
search queries, they are not the sole creators dhis boils down to the simple notion that rather
than the individual taking intheworldarond t hem as part of their ow
e g dpaogledoes the exact opposittnstead Googleworksbackwardsand collects parts of the
individual. Therefore, the digital self cannot be a completely accurate representation of the user,
because it is built by the digital algorithms and technologg@dgle not the users
themselvesBecause it is not built by the users themselves, the accuracy can indeed be called into
guestion. Although a user may have a biased vision of themselvesstitiebuilt this psyche
internally, so they have more of an accurate idea of who they are as a pers6odgkn

Therefore, similarly to how Pariser stsit¢he digital self is more f G ofio g theoiy of
you, 0O me an imglghe, not who yoydually are as a self.Through this theory the
digital self is merely a reflection of a societally perceived self through the perspective of
Google The digital self profile can therefore be best interpreted as a look inside a window as to
who a persomight be. It is not the self, but rather can give insight into the self.

A number of theorists in the field of information ethics and privacy correlate with this
interpretation of the digital self, claiming that users cannot be reduced to their datngsetely
accurate interpretation therRariser in particular is outspoken in his theories, claiming that as
personalization technology continues to develop, users will have to trust companiesGaoblas

to make judgments about who they are, altiotinggse judgments may not always be completely
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accuratePar i ser <cl aims that wuser digital selves i
part because there IS no one set Accordhgtoa t hat
Parise, G o o g algorithenic filtering interprets user click signals as inferences of what users like
or dislike (Pariser 114)But clicks do not necessarily equate to what a aserallylikes or
dislikes. Pariser continues, that the digital self cannot &eecompletely accurate through
algorithmic profiling and personalizing methods becadsd, 0 per sonal i ze, wel |,
the right i dea of .Retsenalizatioa requiees atmeorgof ahatpakessao n é
person, 0 (IiPRar seebsltiBgory, the theory of what
collected dataHis theories coincide with that those of privacy theorist Solove, who additionally
claims that the digital self data canaet ever
about our property, our professions, our purchases, our finances, and our medical history does not
tell the whole story...We are more than the b
(Solove in Pariser 115).

One of the grounding theoridtsr this study is Nissenbaum, whom affirms theories by
Pariser and Soloven her bookPrivacy in Context: Technology Policy and the Integrity of Social
Life, Nissenbaum speaks about her theories of the dangers of the nature and essence of the digital
self by aggregating data into profileShe additionally claims that these profiles have the potential
to leave out information of circumstance, and warns of specific dangers behind data
aggregationi Ci r cumst ances, under sdumoond thengrliyidually mag v e n
not apply to them with the information is in
44). Nissenbaum claims that the aggregating data in the digital self is a prime example of this form
of profiling, leaving little room for intgretation or fluidity beyond theaw data sets that are
collecied.

Additionally, Nissenbaum points t8 0 0 g padiéular usage of digital self data as a form
of data mining or knowledge discoveryindabhi s senbaum st ates dldrggt t hi
data aggregations to draw inferences about individuals, (NissenbaurBlialso states that these
techniques, fisearch for emergent relationship
into groups based on common patterns thatecovered in the data, thereby augmenting the range
of predictive var iWhbelnet stgted direchly withineheitpevacynpolcy, ) .
Googleutilizes this technique from digital self profile data within their algorithmic code forlsearc
results. Her claim is that this practice neglects the theory that humans are more than their profiled

dat a, and claims that it fails to recognize A
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these patterns into account (Nissenbaum Z4erefoe t hr ough Ni ssenbaumbs
self cannot be a completely accurate 1 mage of
variations being left out of the data. While data can of course be updated and added to
continuously, technology ar@oode in particular have yet to create a method for updating data
precisely based on user mood and particular circumstaitesself is indeed fragmented,

extended and fluid, meaning that the digital self cannot collect data and assume that it will always
be applicable in every digital search query situation.

Freud, Pariser, Solove, and Nissenbaum each contribute theories in favor of illustrating that
this digital self is not a completely accurate representatiorCafogleu s er 6 s act ual sel
only do they not create it themselves in a psychological sense, but the data that is aggregated is not
capable of observing all of the intricacies of human behavior and activity at this point in
time.Pari ser sums up t hese Welremowintsuncnony \alkeyof vy, st
personalization. The doppelganger selves reflected in our media are a lot like, but not exactly,
ourselves. .. There are some i mportant things t
(Pariser 115).

2.2 Informational Context within the Digital Self

Freud, Pariser, Solove, and Nissenbaumbés a
focus more specifically on examining the factor of context within privacy and the digital
self. Within the context othis study, it has been noted that the digital self cannot be a fully
accurate picture of an individual, but that it can give insight into whom the user might be.
However, even though the digital self is not completely representative of a user|libes ssed to
make decisions and judgements @wogleusers within the results of their search queries and
beyond. One natural discussion to bring forth from this logic is that, in terms of priitatges not
matter at all ifG o o g tigita self is &curate or inaccurate, because it will used to make
assumptions about individuals regardleBsth accuracy and inaccuracy are misleading in the
sense that both possibilities still allow for misinterpretation of data to occur (Wacks 14).
The moreGooglesy st emés al gorithms | earn from user
associate that individual with certain behaviors to identify with th&ms in turn fosters a
mechani sm, Ain which a smal.l initial adstofi o n .
t hings, 0 (TRsthen falsely asquéhés an accuracy match to user profile data with their

clicks. Similarly, the work of Sille Obelitz Sge, a postdoc in the field of information ethics and the
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philosophy of information at thiastitutefor Information Studieat Copenhagen University
corresponds to these theories within the context of this studytder to supplement her
corresponding theories on this topic within her published works, an interview was conducted with
Sge further anake the nature of the aggregated information within the digital self, and why it could
be misleading.

Sge argues that the information containe@ im o g tigitad self should not necessarily be
used to accurately or inaccurately indicate something about an individual, because it assumes that
there is a complete truth value it, which is not always case.

AAn i dea of 1 nfor mat i o nhingwehicloekigtsanct i v e
the world and could accurately indicate somethihAghd t hat 6s t he
information that | criticize...Information is more like representational content:
which can be true, or it can be faldemight not even have a truth valugo
to me, the idea of information as digital footprints which accurately tell
something about the individual that
be misleading because it is based on the idea of information as digital
footprints that mightnotbe or r ect , 06 ( SRe, I ntervi ew
SBedbs claim of information as representationa
and Nissenbaum, asserting that the digital self is therefore not completely accurate, but rather can
give insight to a userSge advances, postulating that if the content is merely representational, it
should not automatically be treated and used as if it were completely accurate.

Further, the claim that the data within the digital self profile is representational and does not
need to hold a truth value gives passage to the idea that information is best understood within its
original context

AWhen data and information is collec
profile] it is taken out of the contexSometimes just takingome
information from one context and moving it into another context might be
misleading because it is the context which gives the information
meaning. And when you shift the context, you also shift the meaning of the
information it$elf, o0 (SBe, I nterview
Becausés 0 0 g tligetdd self containgggregatediata that is collected and pooled from copious
types of user signals and activities, the nature of this data is compiled out of its original context

within the profile. As Sge points out, when this user information is compiled, the meaning
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surrounding tk context of the information is lost in transition, and cannot be read or inferred within
the new profleAccording to Nissenbaum, AContexts are
intended as abstract representations of social structures experiegn i n dai ly | i fe, 0
134). Therefore, when the context is lost, the abstract circumstances from reality are also
missing. Therefore, the digital self cannot be used to make assumptions and decisions about the
truth or accuracy of the informati at hand, because there is no basis from which to explain under
which circumstantial context it was identified from.

Therefore the accuracy or the inaccuracy o
identified when the context and circumstancesuaderstood.This argument also speaks to the
larger theory that it can be dangerous and misleadinGdagleu s er 6 s di gi tal self
established as either accurate or inaccurBezause the context of the information is lost once the
datais aggregated onto the profile, the basis for making decisions to answer search queries for the
individual user is lostTherefore, even though the foundational basis and context are lost, the
information is still being used to make decisiagsfthe catext were indeed there, with the
assumption of truthFurther, it is not pertinent if the nature of this information is truly accurate or
inaccurate because these judgments will be madgdy g algorittsn no matter whatBoth are
dangerous becausesthare saying something about the individual without the context surrounding
it: which means that o o g tigetad self is inherently always open for misinterpretation.

Further, it is possible to claim that the digital self for each user is indeed kaased,
assumes the data it aggregates into each profile is always applicable, always valuable, and always
true. This bias is dangerous because it essentially proclaims an image Gfosltethinks the
user might be, without context, clarification, oreese by the uséhemselves When the user is

not able to defend or explain their digital self, like it is possible to do in reality, they lose control

over how they are interpreted®poogle i. . . You can get judged witho
beingdbl e to appeal ... . Because that could happen
the chance to argue, to prove the prediction

132). This is an essential argument,@sogleclaims to give usersontrol and preference over

their data within this personalization proces#is is not the case, but rather the loss of context
leaves room for assumptions and predictions that are unable to be fully undefsdddacbnally,
becaus&oogledoes not riease their algorithmic code openly to the public, personalization is often
opaque and it is not necessarily clear just exactly which decisions are being made on behalf of the

user within their search results and beyond (Pariser Z1®)se decisions arassumptions can
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range from personal preferences and likes, to credit scores and citizenship status, and anything in
between.
Some users deliberately employ techniques to try to confuseaglealgorithm in order

to protect themselves and randomize thesults into a less personalized manner, thereby making

their digital self profile a less accurate version of their S8ther users attempt to lead Beogle

algorithms as accurately as possible, fearing that if the information will be used to roskende

for them, it should be as indicative as possible for fear of dangerous misinterpretations with real

life, negative consequenceSge points out that the decision to mislead the algorithm can be

difficult for a user who is concerned about theivpa c vy . AShould they prote

mislead the algorithms, not knowing what consequences it might have in th®©estiduld they

try to feed them as accurate information as possible, giving up privacy and still not knowing what

the consequense are i n the end?06 (SRBe, I nterview).

As Sge concludes, both of these options leave room for biases misleadings about users,

which is a threat to privacy and personal information on the whole.
AThe most i mportant thing tussiskhmtep i n
algorithms are not neutrallhey are coded and developed by people. They
are full of tacit assumptions about
otherwise.We must constantly debate that. They might be biased, and the
results they generate dvmsed as well. The profiles generated of individual
[users] might actually be misleading because of thigould like to raise an
awareness that these profiles are not accurately pointing to individual. They
might be flawed in ways that we do not kno¥es, out of data and analytics
we may find big patterns, but we don
what they are pointing to,o (SBe, I n

Here, the argument connecting the digital self, privacy, and personal information fundamentally

conrects. Ultimately, because th@oogledigital s e |infoérgtion is extracted from its original

context, it is biased in creating assumptions and making decisions, and therefore cannot be assumed

as completely truthful and accuratBecause of the natutkee digital self information, the

individual thereby loses control of their digital self. When control is lost, judgements are made and

the importance of privacy and personal informatioelitare brought into question.
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2.3 Defining Personal Informatio

In order to fully understand the role of the digital self within the context of this study, it is
vital to also understand the theories surrounding personal information and its relationship to
privacy. Personal information can be defined in variaass. Experts have theorized about its
definition even before the onset of the digital information age. However, for the purpose of this
study, one particular definition for personal information will be chosen to represent the nature of the
data that isggregated within the digital self.
According to the GenerabOne Broteclibn Reguatd®&DPR)Y) de&onal
information can be defined as such:
AAny i nformation relating to an iden
s u b j enadeniiflahle natural person is one who can be identified directly
or indirectly, in particular by reference to an identifier such as a name, an
identification number, location data, an online identifier, or to one or more
factors specific to the physigadhysiological, genetic, mental, economic,
cultural, or social identity of that
GDPR).
Here, the GDPR states their theory that information in itself is not necessarily personal unless it can
be attributedtoaspc i f i ¢ i ndi vi ®ocaitis possible taidestify the indovidual.
through the various criteria included, the nature of thenméion becomes personal. Watk
theory on personal information is similar, stating that the linkage to thedodi is what gives the
personal connotatiom No i t e m o f --iniandfobitsed@etsonal. nAn anenymous
medical file, bank statement, or lurid disclosure of a sexual affair is innocuous until linked to an
individual. Only when the identityfdhe subject of the information is revealed does it become
personal , 0 (Wacks 50).
Therefore, a direct correlation can be drawGto o g tligitad self, containing what the
GDPR and Wacks define as O6éper sonal directlypomtmat i o
to a specific, individual, data subjeds. Googleuser as the data subject can be identified by their
account if they are signed in, or if they are not signed in, by other identifiers that, as mentioned in
their privacy policyGooglealso keeps track ofMoreover, the digital self is therefore a collection
of aggregatedyersonalinformation.
Further, because the information is defined as personal, it opens up the conversation about

its delicate and sensitive nature, and how it can be used as a form of curr&@wygby This
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conversation about currency of the digital self profile data ldadstly into the next section that
tackles the concepts of privacy azwhtrol within Google

2.4 Privacy & Control

Despite widespread theoretical disagreement on the exact definition, scope, and limitations
of privacy, there is little uncertainty alothe current threat to its preservation within the digital
information age (Wacks 50)At its most basic level, the definition of privacy
Aembraces the desire t o-ubighibiteddand uncnstoamed by tHer e e t
pryingofothes . . . or i ntrusions upon the O&édspaced we
(Wacks 30).While this definition notes that privacy in general can mean a safe space, it is not best
suited for this study as it fails to include the important factoroofrol and choice. Therefore,
within the scope of this study, fAfPriiwacy iis mhe
simply an absence of information about us in the minds of others, rather icenthel we have
over informationwe havebao ut our sel ves, 0 ( Fisdeéniionisn Ni ssenb
substantiated and pushed further through the informational privacy theory of Westin in Mali,
claiming that individuals should have the aut
infforma i on about them i s c¢communi c ahtoegtthislogicot her s,
personal information remains private when the individual has control over all aspects of the
information, including the process of granting or denying other partiessaccegsFurther, a
violation of informational privacy would mean that control over this personal information has been
somewhat or fully relinquished from the individual that it is attributed to, and they no longer have
discretion over who has access to it.

Control over personal infanation is one of the key factors within this study that determines
why the personal information within the digital self being used to make judgements is a violation of
user privacy.Digital information technologies such @ogleare perceived as havipgivacy
problems, precisely because of the ways through which aggregated and profiled information bears
weight on the analog lives of human beings, (Cohen B2)Googleaggregates more data, the
individual is less likely to keep control over larger quizedi This can be viewed as a violation of
privacy because the information becomes out a reach, nearly impossible for the user to keep track
of. The personal information is not just contained within the digital self, but can also be sold to

third parties as well as used bgooglein numerous circumstances to create personalized
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results. The amount of companies, people, and o060t he
whether legally or illegally, is immeasurabl&herefore, the control of theepsonal information is
|l ost, and the userds privacy has indeed been
An additional concern about this loss of control is that through thisriessnformation is
being created in the form of assumptions, inferences, and presumptions about the
individual. Ni ssenbaumbés theory on the creation of n.
t he argument . AOne general worry is that the
about people beyond what is given in the individual datasse 6 ( Ni s Skeerkdywardn 4 4) .
here is Obeyonddé as the inferences attempt to
hold truth valwue further than the data that i
[personalization & ggregation] opportunities on an unprecedented scale not by providing databases
of the same information, but by inferring, 1in
(Nissenbaum 204)Here, Nissenbaum completely confro@® o0 g attendpsto control psonal
information under the disguise of personalization of results, claiming that it is not just the
information from the digital self that is being shared, but also new predictions that are inferred from
this original personal information.
AccordingtoNi ssenbaumbés theory, def &oodlechimthatf dat
the information that they collect into the digital self is already available within the world, and
simply all put into one place.
AThe most common def esisthatthaymeradyggr e g a
pool that which is already freely available in repositories...or freely shared by
data subjects in the course of transactions with private actors, rather than
tapping into any sources of sensitive and personal information, or, ,in fact
any new sources of information at al
However, this defense does not hold true within the context of this sBetause when the
individual users behind their digital selves lose control over how and how often their personal
information will be interpreted, then the defense that the data is merely pooled is ifivedid.
access to the personal data is not a defense for the dissemination of it in different circumstances
beyond the control of the individual. Further, the new infdionanferences that are assumed
about the individual are not always able to be defended by them, and therefore the control of the

dissemination is a violation of privacy altogether.
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As Googlehas been demonstrated to takertasof control away from the
individual, the factor othoicecomes into play within the next section as key for understanding

how users can take it back this control.

2.5 Privacy & Choice, Findx

One of the main defenses in support of aggregating and dsiadgrom the digital self to
make assumptions and predictions about users is that users arforeadto sign up or use for the
Googleservice.Cr i ti cs c¢cl aim that becaufsuglaluser i s a choi
rel ati onshi p sarmobsevalue theyeeceivé fromn them (8chneier 71). Critics thereby
claim that if users do not like the way their data is use@tygle then they should quit the
service. This argument is not practical for multiple reasoRsst off, as Schneier pombut, search
engines are Atools of modern | ife. Theyodre ne
72). When critics claim that ceasing to USeoglewould be the best way to avoid a digital self
privacy breach, they ignore that these servicesraleed considered customary for a modern
lifestyle or professional settingres, users who quit might regain control over their personal
information. However, being able to control
eguate to unplugginfyjom the service entirelyAdditionally, norGoogle users would be at a
disadvantage because of this, and less able to keep up with the speed of others utilizing the service.

However, this critical defense does bring a new notion to litite:essentiateed forchoice
of search engine in order for users to regain control of their digital self personal
information. Googleclaims that users have the power to choose their settings (policies.google.
com/privacy). However, these privacy control settinge &cking, providing vague explanations
and insinuating that users may still be tracked in some form, no matter what controls they
choose.Therefore, there ia critical need and call fa@rivacy within the desigonf Googlecontrols
thatwould allow users a choice in privacy settings that they can trust. Additionally, there is a need
for alternativesearch enginabat pledge tdothdeliver accurate services to users in order for them
to keep up with modern technological times, as well aeprtheir digital selvesa practice that
Googlehas yet to achieveAlternative search engines such as these would therefore best aim to
eliminate or alleviate the compromise of choosing privacy or convenient access to
information. Rather, they wouldreate a transparent and safe alternative for users who would like

to choose to keep control over their digital selves, while still utilizing effective services.
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These alternative search engtenhargingcan be co
t e ¢ h n oPITY, ghyt aré ainfed at improving the privacy of uses within the goal and mechanics
of the technology itself (Wacks 135pne of the goals of a PIT should be to prioritize transparency,

SO users are abl e to, 0as c beirtomputers,evaasfies havet he e
been received, their purpose, am@nspatferecycan sende
support user trust in the alternative search engine, thereby returning the reigns of control on the
digital self to the individal users.

An exampl e of a sear ch-bgpdigsingn d ha®Gobgeis oa/ti idwe
calledFindx. Privacyby-designnme ani ng t hat PI Ts are woven int
functionality from the startBased in the capitol region of D®ark, Findx was developed and
created as a search engine wit h/). dheengineitakescy pr
particular software precautions to protect user personal information and data, and also pledges to
keep privacy as a priority @acompany.An in-person interview withr i n dCkiéf Relationship
Officer, Brian Schildt, was conducted for this study in order to understand and analyze how the
engine prioritizes privacy.

According to Schildt, the ctewththemadss go al h
monopoly ofGoogle i We cannot build a search 6&ooglegbute t ha
at |l east we can be an al Saildirspedks abettitnogphddilestdo ( Sc
protect the privacy of those that ubkeir search engine, in particular through the transparency of
their open code, the formation of their own index, and the elimination of user profiling.

Firstly, the transparency of their open so
privacypromise to help create openness and trust with those who use their éndiney one c an
|l ook at the search engineb6s source code and m
secur e, 0 ( get-)fAs ScHildt paints out, fhis isdeldearage decision omé part of
the privacy policyif We ar e open source, so we donlis have
with this goal of transparency that the company hopes to build trust.

Secondly, the formation and creation of their anatex setg-indx apart from other privacy
based search engines.

AA bigger <chal |l enge-searchrerinetlzadgetorésulta k i
like DuckDuckGdrom B i n gthait vee can build our own search engine
with our own index.Meaning we have controlver the index, we have the

copy of the Internet, in popular speaking. We show our own results to people
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using our service, and there are no
from third parties where we besewédt co
canodét say that they are not biased.
about. But for us it is a pretty big deal that we are in full control over the
algorithms and the results that we ¢
As Schildt pointsoutc r eat i ng their own index or O6copy of
ensures that they separate themselves from other engines, SuatkBsickGothat claim to keep
individual privacy in mind but still use results from larger engines su@oagleandBingthat do
not shield the identity of the uself. i n dappioach ensures that all the results are from their index
specifically: meaning there is no middle man or third party that must be navigated around, through
which there may be a riskat privacy could be violated.

Thirdly, the elimination of user profiling is buihtot he mechani cs of the
desi gno6 s thHndxsearahrergin® doddhdfiadx search algorithm was built so that part
of the IP address that identifigee individual computer that made the search query is taken
away. Through this design, it is not possible to correlate particular searches to particular
individuals. Therefore it is not possible to
dondt create a di §adittelaninates éhé iflea {hat ibcouldlewer be éithen s er s .
accurate or inaccurate. I f we donodot coll ect
created, 0 (Schil dt , ntbtotheidea that vedausedxdbesma colle&c hi | d
the full IP address, there is no digital setherefore there cannot be any sharing of personal
information within the digital sefAnd f urt her, because there isnb
information there cannot be any assumptions, misleadings or decisions made about the individual,
because the new information to make these judgments about them cannot be created from data that
is not there.

Therefore Findx separates themselves from many other seanginesGoogleespecially,
because profiling by personalization is not a
and they never collect the personal information to doT$us means theindx users are given
back control over their persal information. In choosing to utilize their services, they are able to
truly have access to modern search technologies and control of their digital selves, without giving
up the currency of their digital self dat&or Findx, this individual control igssential for
under st andrchoicesfi @@nturse@lr 6iss Wemn just theatookandoydu ane s .

control of what you want to see and WwWikethe you
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intention is not to compete withoogle Findxcan be looked at as a prime example or model of
how privacy controls can be implemented within the design of an engine, giving the user a choice to
reveal their personal information, or to keep it to themseli?esviding choices and options is

essential for the protection and control of user privacy.
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Chapter Three

3.0 Methodology: A Mixed Methods Approach & Design

While some user research studies focus on the usability of an interface, this study utilizes a
phenomenological approach to understand the phenomena of user perspectives on privacy, personal
information, and the digital self related to tAeoglesearch egine. These methods and
approaches were chosen because, fAusability te
interact with interfaces, even when the goal is not fixing the interface, but instead learning more
about users andretialn26®k.r acti ons, 0 (Laz

A mixed methodology approach, including both a qualitative focus group method and
guantitative questionnaire method, was chosen
potentially achieve more encompassing and validated requdtording to Duchon, utilizing
mixed methods is particularly essential within the fields of information science and information
retrieval systems, as the fiatdelf encompasseaspics from multiple disciplinesUsing multiple
methods allows for the naturétbe field, as well as the research itself, to be viewed from different
perspectives: both empirical and technical, as well as-sodioral (Kaplan and Duchon 573).

This mixed methodological research technique can also be referred as the concept of a
driangdhat inemwal statuso type of triangul atic
order to allot the same importance to qualitative and quantitative methods identicaliger to
best illustrate the research design chosen for thiy skigure 1 below shows the approaches and
methods that were utilized. Every tier of the diagram represents a specifically chosen approach,
each selected for a particular logic or reasoning that is essentialrtoetteee ar ch desi gnods

and flow.
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Research Design

Triangulation
of Mixed Methods

Equal Status
Type

Quantitative Qualitative

Method: Method: Focus Interviews
Questionnaire Group

Figure 1, (Mangione)

3.1 Tier One: Triangulation

Tier one of Figure 1 above refers to the mixed methods approach within research called
triangulation. Triangulation is a methodological formula that can be utilized to secure answers to
researchquestins and to test the reseadwlster s hypoth
approach.These dualistic methods are different by nature, and represent two figurative bottom
corners of the triangleThe figurative top point of the triangle represents theltethat can be
reached when the methods are combined together within a researchistLglg6, Webb, et al.
coined the exact term and concept of o6triangu

AOnce a proposition has been confirm
measurement processe< tincertainty of its interpretation is greatly

reduced.The most persuasive evidence comes throughrsgulation

[italics added] of measurement procesdés. proposition can survive the

onslaught of a series of imperfect measures, with all of ttrelevant error,

confidence should be placed in ité.o
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Here, Webb points to the notion that a triangulation can allow for the researcher to place confidence
in achieved results that have been vetted through multipleoagetivebb acknowledges that the
two methods must inherently béferentin order for the concept to stand true, and in turn for
results to claim to have been fully scrutinized from separate perspeclivesefore, to best
implement triangulation withithis study, both qualitative and quantitative methods were utilized to
emphasize this difference.
Whil e Webbdés research team was the first t
there are numerous definitions for the concept that resonatewaitién the mixed methods
research field.The definition that best suits the procedures for triangulation followed within this
research study is that of Caracelli, stating
methods of different tygs (qualitative and quantitative) to provide a more elaborated understanding
of the phenomenon of interest (including its context) and, as well, to gain greater confidence in the
conclusions generated by the ev®).uation study
It should be noted that triangulation is not necessarily the best or most suitable method for
every conducted research stud®fter careful consideration and deliberation it was determined that
it was indeed suitable for this study. There are enaums positive arguments behind why
triangulation suitable for conducting research. While many arguments for utilizing it would hold
true in this study, three in particular stand out for paramount reasahi@gonfidence of the
researcher argument, tb&s argument, and the convergence of results argument.
Firstly, one surfacéevel argument for utilizing triangulation is to support the confidence of
the researcher or the research team, both overall and in the réRittg. multiple methods can
help nurture researcher general positive attitudes surroutitiregudy. Jick states some of the
general advantages of utilizing triangulation as a researcher includéithaA) |1t [t ri angt
allows researchers to be more confident in their results; (B) it stimulates the development of
creative ways ofcolleci ng data, o (Jick in Johnson et al
unbiased researchers, overall, including triangulation can help contribute to a more confident and
stable research team.
This argument is particularly important to this researclonfgone single researcher
conducted the study during the given time frardsing triangulation was vital to support the
researcher who was working alone: a strategy in which creativity in the design of the research
methods, as well as continued confidern the research design was vital, as there was not a team

of researchers to reach out to for support or creative flidvis proved vital for the researcher to
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remain true and steady in plans for the study, as well as to have confidence in restotddhatly

be viewed through one critical human eye. Using two triangulated methods here helped serve as
another critical eye that normally other researchers could also proMiige researcher confidence

in results is important for the morale and areaprocess of the study, this argument just scratches
the surface of the benefits of using the triangulation approach.

Secondly, one of the most essential arguments for utilizing triangulation within this study is
to attempt tdhighlight orcompare biasethat either single method could present or shadow over
the researchlt is important to recognize that this argument focuses on the biases within the nature
of the methods themselvemtwithin the results.This argument acknowledges that there are
inherent intricacies and biases that occur within each qualitative and quantitative method alike; and
these biases are different simply because the methods themselves are distinct b¥redarger
and Prein explain this argument, claiming that quanigatsearch can have the tendency to
neglect the strong influence of social structures and social actors, whereas qualitative research can
potentially ignore that there i s an Aobjectiyv
applied to empiridedata (Erzberger and Prein 142)herefore, combining the two can further
illuminate the research topic. Cook agrees, as he coined the term for the idea behind comparing
these methodol ogi cal b i a <rdicl multipiis@ otaréfer t0 theQide®d ) c o
that research questions can be examined from different perspectives and it is often useful to
combine different methods with diCbok#ressedthe bi as
importance of the multiplism of the methdulscause separate perspectives can illuminate points in
the research that may not have been visible when one method stands on their own. While utilizing
only onemethod for research can sometimes be useful, however, Cook and Erzberger believe that a
singlemethod approach runs the risk of only bringing in one side, or one bias, to a research
landscape.

Through this argument, methods come together in order to fulfill a sort ofaresk
process, filling the hol es ifless enesiddd resulishoeoccars b |
and ultimately a more encompassing and effective research détega, an idea similar to
6survival of the fittestd comes into play, cl
differing quantitative and quaditive methodological biases, they are more sound and valid.

Therefore, this argument was essential for this study, as it was the intention for the results of either

met hod to be o6fit,d and sound, to increase th
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Thirdly, the last essential argument for utilizing triangulation within this study is to attempt
to convergehe results from the two separate methadenvergence of the results can be key to a
research study, as the methods are designed so the rgautliscarroborate and be compared to
one anotherHere, itis important to understariat the results themselves are those that aspire to
be convergedhotthe methods. The concept of convergence allows for the methods to hold
inherently different biaess, still with the goal of reaching results thahnector meet According to
Erzberger, this is important for the validity
validity of the research results is enhanced if the different methodal@gproaches produce
convergent findings about t hel44)alheseconeengencer i c al
argument directly relates to the validity of the research because it is a precautionary approach to
take, in that it allows a check on the tinnity of the results within the grand research scheme. The
goal of converging results rota replication technique to test for the exact same findings from one
method to the other, but rather to test for a connection and comparison to make valisicoscl
for the overall research.

3.2 Tier Two: Equal Status

On the second tier of this studyds researc
chapter, is the term 6equal status, Oltiseferrin
important to understand the difference between the nvairacching mixed method approach of
triangulation that was just discussed, and the athletype®f the approach. The research design
for this study utilizes only one subtype of mixed methods triangulatayure 2 below, extracted
from Johnsonetali,| | ustrates the Apureodo mixed met hods
in the center of the diagram, both qualitative and quantitative methods within the study were
allottedequalb al ance and I mportance as metdogimism, A The
equal statusis the home for the person that selkéntifies as a mixed methods researcher...These
mixed methods researchers are likely to believe that qualitative and quantitative data approaches
add insight as one considers most, ifnotralk s ear ch questi odA34). This( Johns.
study utilizes this equal status approach to triangulation, bebatisgualitative and quantitative
methods were allotted equal importance and provided equal contributiaih®tohe research
guestons. The equal status allotted to both methods within this research can be contrasted against
other types of mixed methods approaches that were not utilized in this study, such as those in which

one method is dominant over the other.
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of Mixed Methods Research

Graphic of the Three Major Research Paradigms, Including Subtypes

Mixed Methods
Broadly Speaking

Qualitative "Pure" Quantitative

i Mixed Mixed Mixed

Qualitative

b i NOP R O =0 o ™ g

Qualitative Equal Status Quantitative
Dominant Dominant

Pure
Quantitative

Figure 2, (Johnsonet al. 124).

As illustrated in Figure 2, on either the far left or far right side of the diagram, it is indeed

possible for a triangulation of mixed methods to occur, in which one method holds more importance

over the other, or one serves as a suppgdi supplementary role to the other methtids also

possible, within these dominant models, for one method to answer and respond directly to one

research question, and not pertain or answer to another one within the same study. However,

neither quatative dominant or quantitative dominant mixed methodologies for triangulation were

utilized in this study.Allotting equal importance and attentionltoth methods was predicted as the

best way to observe results that provided insight or evidencew®al$ of the three research

guestions posed at the begirmpiof this study, not just some.

3.3 Tier Three: Quantitative Questionnaire Method

This section wil/l addr ess

one

h @he &rgumdntst i er

for utilizing a questionnaire as part of the methodology will be highlighted, as well as the specific

design of t hi s Bistuad gxglasmatiandoetbetmiotivaiion &dehindeutilizing the

guestionnaire will be brought forth, followed by the specific desig



Mangione49
Mastero6s Th

Why A Questionnaire?

The benefits of utilizing an online questionnaire proved tonepafit for this
study. According to Kim and Davis, online questionnaires are beneficial because they are fast,
digitally accessible, and relatively manageabladminister to respondentadditionally, in terms
of the quantitative information needs of a st
types of response bias. Since questionnaires offer a certain amount of anonymity compared to
interviewsand f ocus groups, respondents are more |
(Kim and Davis 70).lt was essential for respondents and participants to feel comfortable to answer
honestly within both met hodsaénowledgethatragaline Ho we
guestionnaire setting can encourage more honesty, as the respondents remain anonymous from the
researcher completely behind the veil of their devices, and do not directly voice their opinions in
person.

The guestionnaire was deleped as the quantitative method within the triangulation in order
to understand background information about the given research field, collect respondent user
behavior data, as well as to gauge statistical data from the important and prevailing arguments
within the research landscape@bogle privacy, and the digital selflt posed specific questions
relevant to the research field, and was evaluated after it closed to see which of these questions were
most relevant to seek further explanatory quaisinformation for within the focus groughis
directly plays into the role of triangulation as a tool for convergence of results, as the questionnaire
pointed the focus group in the direction of the most applicable and relevant points for the study.
The focus group provides elaboration for these responses, but also brings to light other new and
vital questions.Here it is important to note that although the questionnaire explores similar
guestions to the focus group, this does not mean that thegomys is considered to be the main
met hod for the study for divulging deeper int
methods to occur, whilst both bring to light different aspects of similar questions and themes, as

well both bringingup completely new and different questions and themes than the other.

The Nature of the Results

The empirical data from the questionnaire is an approximate estimation that could indicate a
pattern within the grand spectrum of search engine ustawever, these results do not represent
or reflect the general population of all search engine @aidbgleusers, but rather a small

representation group that was tested in this
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70). Because the large amount@bogleusers around the world vastly exceeds the resources and
capability of this study, it must be umidtood that the questionnaire was not able to reach all of

them, and did not have the meansto gainacCesse questi onnaireds resul
representative of all of these users, but can contribute to an indicated pattern among thenh based of

of the smaller sample research pool (Kim and Davis 71).

Respondents

Members of this questionnaire wil/ be refe
The respondents for the questionnaire werghand selected by the researcher, but rather were
randomi zed based on the resear cherloseverahei ous
platforms through which they were shared were determined to be the best way to reach as many
respondents as pgible. The main networks through which the questionnaire respondents came
from wereCopenhagen Universigs well as the general population of the city of Copenhagen and
some parts of the United Statekhis is due to the mediums through which they vepreead: as the
study was conducted through a student researcherGapanhagen Universityithin the area of

Copenhagen, Denmark, with academic and social ties to the United States.

Pretesting

The questionnaire also went through an extensivestérial before being released, in
which it was sent out to a sample of three respondents to check for continuity, as well as to affirm
the clarity and context of the questiorsccording to Lazar et al., pitests or pilottests are vital to
ensurethat he questionnaireds validity and reliabil
guestions are clear and Aunambi gutestmeremmot ( Lazar
collected as part of the pool of results for the research sflity pretrial respondents were not
asked to complete the questionnaire during th
interpreted that viewing the questionnaire twice may give an advantage or bias over respondents

who have never viewed the questiaire before.

Length

It was important for the questionnaire to be comprehensive, but also succinct in
length. Succinctness is key, as it is possible for longer questionnaires to result in fewer

responsesin cases such as these, respondents can skderitiency to skip questions, or drop the
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guestionnaire completely (Vriens, etal. 16)h a st udy conducted by Vri
end of a |l ong survey are more |ikely to be sk
especilly sensitive to questioskipping, as respondents are not often physically able to see the

|l ength of the questionnaire from the start, d

sections.

Design

Although there were fiftyfive questions in totathey were divided into five different
sections.Further, respondents were instructed to choose one section of eighteen questions or
another section of eighteen questions, depending ugaooflewas their preferred search engine
or not. Therefore, thse respective sections separated respondents into two user groups that were
evaluated both separately and together within the analysis and discuHsi®technique entitled
0 s pluietst i onnaired design highl i gantdaddréesbseparate e d f
topics that pertain to the same overall research stAdgording to Vriens et al., when the problem
at hand is complex, dividing a questionnaire through this technique can help to highlight the issues
more specifically, and contuibte to the overall understanding as an interrelated and interdependent
topic of study (Vrien®t al.14-16).

Moving forward to the specific design for this questionnaire, as mentioned above, the
guestionnaire design was separated into five different sections, in which each section served a
specific purposeThe first, to gather background information about resigats in order to see if
patterns could be observed through demographics. The second to gage search engine behavior in
general, and the third and fourth to ask questions about the digital self and pRiguoe 3 below
illustrates the questionnairesign for this study.

Section # Question # Question Types Topic of Relevance Users
1 1-6 Multiple Choice; Respondent Background Everyone
Fill in the Blank Information
2 7-15 Multiple Choice Search Engine Behaviors Everyone
Only
3 16-33 Multiple Choice; | Google User Opinions on the Google
Likert Scale Digital Self & Privacy Users
4 34-51 Multiple Choice; Non-Google User Opinions | Non-Google
Likert Scale on the Digital Self & Privacy Users
5 52-55 Multiple Choice All User Opinions on Search | Everyone
Only Engine Choice & Privacy

Figure 3, (Mangione).
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The first section of the questionnaire was designed to collected background information, as
well as general demographics for respondestd. | of t hese questions wer
they were intended to draw relationships between opinionstatudies abouGoogleand search
engines and the respondent demographics who hold tBeth.multiple choice and fill in the
blank answers were used in this section.

The second section of the questionnaire was designed to gather data on search engine
behaior in general.Here, respondents were asked to answer questions regarding their general
behaviors when using search engines, how they use them to look for information, and their
application within their daily livesThese questions were asked to gageigcal data the usability
of search engines: on how often and for what purposes respondents use search engines, as well as
to understand how many of them do indeed@segle At the end of this section, respondents
were asked to choose their prefersedrch engineFrom this point forward, the questionnaire
broke off into two separate sectionSoogleusers and nesoogleusers. Respondents were
instructed to choose only ondll of the questions within this section were claseled multiple
choice answersii C | -erglexl items have the advantage of being relatively easy to answer, are less
|l i kely to be skipped, are relatively easy to
(Kimand Davis72)l n s ome <cases, stutilizediogrderifoo respandenthtefeedb wa
less stifled by the choices at hand. However, no fill in questions were utilized as it was important
for the sake of data analysis to obtain specifiegmeerated answers, for fear of discrepancy.

The third andourth sections of the questionnaire were dedicated to the two choices of
Googleusers and noeoogleusers. Both of these sections hdldentical questions, except for
t heir pref er rThateforenagthentherd section askesl guestionsthwtierm
060Gog@®l ¢ he fourth section repl aced Redpondentt er m w
were instructed to complete the questions in one section and not theBdktiemultiple choice
and Likert scale questions were utilized in thesgiens. Utilizing a Likert scale can be one of the
best techniques for understanding attitudes or opinions on a numerical level, because it directly
plays into the psychology of a ranking system, which often seems natural for human
respondentsii T h ititeade scéle is widely used in social science research, consisting of a list of
related attitudinal statements which respondents are asked to rateppma $cale: agree strongly,
agree, not sur e, di sagr ee, 0 r Hedej asLikegtiscalehas t r on g

been used, i ncluding the values between 1 thr
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The fifth and final section of the questionnaire was dedicated to respondent attitudes
surrounding privacy and search engine chaioee specifically, asking if and how they would take
action to switch engines if they felt their privacy had been violated by theirs.

The questionnaire obtained a total of 120 responddiigs estimated that 100
respondents could be reached due tdithiked time frame for the project and the amount resources
available to the researcher for runninghtowever, this numerical expectation was exceeded by 20
respondents. The questionnaire was designed to be answered anonymously, as to not rielate or po
results back to any individual respondeihe results will be analyzed in the analysis upcoming
section of this study. A copy of the questionnaire can be found in the appendix. A spreadsheet data
breakdown of the results can also be found in tipeagix.

3.4 Tier Three: Qualitative Focus Group Method

This section will address second Theal f of t
arguments for utilizing a focus as part of the methodology will be highlighted, as well as the
specificd esi gn of t hi s Fisst, an@xplanstiorf far the motivgtiorobehind utilizing
the focus group will be brought forth, followed by the specific design.

Why a Focus Group?

The benefits of utilizing a focus group proved to be an apt fihierstudy. The focus
group for this study was developed as the qualitative method which can be beneficial for gaining a
deeper understanding of the phenomehecording to Morgan, focus groups can be defined as,
iresear ch t echnihpugk group iltexactiorcon & tbpéc cdtermdnad by thet
researcher, 0 ( Mor g a nMorgan g&s dn toexplairmthatdthere iis a particular8 2 )
emphasis on the interaction aspect of focus groups. Utilizing a focus group method within this
studymade it possible to observe opinions regarding the research questions, and also to observe the
sociocultural influences within the participants and their interactions (Kitzinger in Grgnkjeer et al.
17-18). In relation to the questionnaire method, foctmugs allow for further followup and
detailed questions and discussions (Lazar et al. 106).

The group dynamic of a focus group was essential for this study to best observe if the
thoughts and ideas between two different types of search engineGsegg, users or nofGoogle

users, were consistent or dissimilafrhe nature of focus group discussions promotes that
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participants have the possibility of being audience for each other, which encourages these
elaborative discussiond.he discussion and delawithin a physical setting allowed for this back
and forth to be smoother, working out the kinks in the opinions of each other right before the
moderator.The questioning of their own ideas in front of another was essential for understanding
why and howtheir thoughts abou®ooglewere so strong (Sutton and Arnold 82his part of the
study therefore took a more relaxed approach, allowing for respondents to speak freely without
having to subscribe to predetermined multiple choice answers to identify nstead, the
environment allows participants to create their own answers completely, and add to the flow of
conversations between and among each other.

According to Sutton and Arnold, it is possible to define three distinct types of focus groups:
interactive, nominal, and delphiThis study in particular chose to utilize iateractivegroup,
which can be defined as, fAfree fl owing group
but driven by the partikdermpantfst e (iSnuttdroac tainan
members is considered the critical elementof dattd ect i on i n interactive
Sutton and Arnold 82). On the other hand, nominal groups begin with participants separating and
brainstorming ideas, and to soon after bring ideas to the common Eadfghi groups never
actually meet physitly in person, but rather it is up to the researcher or moderator to bring in other
participant opinions for further explanation. Therefore, because this group met physically in person
and all at once, an interactive nature was chosen for this studyas dieemed the best way to

observe opinions and trends surrounding the top@aafgleand the digital self.

The Nature of the Results

Similar to the questionnaire results, the qualitative data from the focus group is an
approximate estimation that cduhdicate a pattern within the grand spectrum of search engine
users.However, these results do not represent or reflect the general population of all search engine
or Googleusers, but rather a small representation sample group of four that werénéisied
studyods net wor k e x pl Again, sinilarly t¢ the goest@malre, Deaause the 7 0 )
vast amount oGoogleusers around the world exceeds the resources and scope of this study, it must
be understood that the focus group was nottabteach all of these users, and did not have the
means to gain completeacce§shi s i s acceptable, as according
population is so large that taking a census is unfeasible, evaluators should consider administering

the questionnaie t o a sel ected sampl e oTfth e nfdoicvuisd ugarl osu,
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results are therefore not representative of all of these users, but can contribute to an indicated
pattern within these specific users, based off of the smaller sample rgsealrohthis network
(Kim et al. 71).

Participants

This focus group utilized four focus group members for the scheduled discustarbers
of this focus group wil/ be r ef &Alfouergspondentst hr o u
wereselected from a pool of participants who answered a posting about the research project, with
the intention of randomized selectiohhe posting explained the nature of the project, and readers
were encouraged to apply if interested. Accordingto Lazarlet , fiAdverti sements
your college, university, or corporate bulletin boards (both physical and electronic) can entice
user s, 0 ( L aAdditionaly, tLazarpaints 4ubthal itis possible for participants in focus
groups to responih favor of the researcher, or attempt to please the researcher, if a reward or
incentive is offered (Lazar et al. 462). For the reason of avoiding bias, and also because of the
limited funds and resources of this studg,reward was given arahly thetopic was advertised.

The main network through which the focus group participants came fromGgpenhagen
Universityas well as the general population of the city of Copenhagen. This is due to the mediums
through which the information announcement wastgxb. It must therefore be noted that
participants were in some way affiliated with Copenhagen University and live in Denmark, and
results may therefore show a more distinct pattern within this network specifically.

A table of the focus group participants and their attributes can be found below in Figure
4. Respondents one, two and four (Lasse, Lynn, and Eva) were chosen to répoegpedtisers,
while respondent three (Valentina) was chosen to represeroogleusers.

Participant Gender Age Nationality Country  Fictional Name Google Usage

1 Male 29 Danish Denmark Lasse Google User
2 Female 25 German Denmark Lynn Google User
3 Female 24 Italian Denmark Valentina Not a Google User
4 Female 28 American | Denmark Eva Google User

Figure 4, (Mangione).
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Google preference was the one criterion utilized in choosing from the randomized pool of potential
participants. These participants were therefore chosen specifically to mimic the results of the
guestionnaire, which showeatgnificant preference towardoogleas a utilized search

engine. Therefore Googleusers were more strongly represented in the focus gidapever, it is

still vital to include an opposing preference and opinion for discus&ising more criteria @&s not

as significant, as it would disrupt the Aequa
study. If more criteria from the questionnaire respondents was selected to influence the focus group
participants, it may have tilted swaythe research to be more dependent upon the questionnaire,

guantitative method.

Moderator

The role of the moderator was particularly important within this interactive focus group. As
interactive focus groups allow participants to speak freelysovae r questi ons, it i
job to make all participants feel comfortable to do so (Lazar et al. 224 researcher who
moderated this focus group did so by starting the discussion noting that there were no rules for
speaking out of turn,atdh at t here were no right or wrong a
moderation can keep conversation focused and inclusive, increasing your chances of getting good
dat a, 0 ( L a Z'asincledes the fespongildlity pf keeping the line of resesteddy, all
the while making sure that this structure does not interrupt the free flow of information. If this is
done, it could lead to distrust for the moderator, as participants could feel unheard or cut off in
speech. Moreover, the moderator musable to ensure that all participants feel as though they are
vital to the group, as well as be able to handle internal group dynamics that could potentially

interfere with the research (Grgnkjeer et at285.

Pretesting

The focus group went throughseallerscale pretest, before the actual focus group was
conducted and recordedhe pretest was not similar to the pretest of the questionnaire, as it did
not ask participants to weigh in. Rather, only a trusted colleague (supervisor) weighedsin on th
focus group questions for timing, clarity, and context purpodest as importantly as the
guestionnaire, preestsorpilot est s are vital to ensure that t|

reliability have been checked, and to ensure that questiooslarar and Aunambi guo
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misleading (Lazar et al. 130Y.he research colleague who evaluated the focus group questions did
not participate in the focus group to avoid bias.

Length

The length of this focus group was intended to be kept briéd, st wear out the
participants or force them into speaking for an extended period of fiment er vi ews and
groups should be kept to a reasonable lehgtr oba bl y | ess than 2 hours
215). The focus group was conducted st jover one hour asking 17 questions divided into three
sections.Each section directly corresponded with the specific research questions and hypotheses
developed for this study, and also contributed to all of them in some manner. Of course, there is

room for overlap of questions to answer more than one of the research questions.

Design

This focus group utilized opeended questionsThis technique allows for the researcher to
collect as much information as possible from the brainstorming of partisipathin the
group. A These questions ask for responses, opinio
external <constraints on Iftherewereédepdcioserde d ¢y ag a
nod questions pos e dplahatonsgwere alvgays@ncquragetl andl further up e
explanation was always necessary.

The focus group was designed so that each
individuals within the group related to the topic of stuédylditionally, its quesons were designed
with the intention to potentially answer all of the research questions numbered one through three of
this study. Unlike the empirical data from the questionnaire, there is was no quantitative data
collected during the focus group. tead, respondents were asked a series of questions within a
group setting, and told to answer as honestly as possibly with their own opinions about the research
topic for qualitative data collection.

An icebreaker was included at the beginning of the fgcosp to make the participants feel
more at ease and comfortable with the moderator and each Afterthis icebreaker, the focus
group was broken down into three distinct sections.

The first section posed questions about privacy and our dsgitaty as a wholeHere,
participants were encouraged to speak openly and generally about their attitudes regarding privacy

in an online setting, as well as in a search engine seffing.second section delved more deeply
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and posed questions about sbaengine behavior ar@ooglespecifically. Participants were
instructed to answer questions about the specific privacy choices they make online, trust in their
preferred search engine, and algorithike third and final section posed questions more
speifically about the digital self profile, and whether or @6 o g imagé sf who they were as a
person is an accurate representation of them.

A copy of the questions that were posed to the focus group can be found attached to the
appendix of thigesearch assignment in the appendixcopy of the full transcript from this focus
group session can also be found in the appendix. Additionally, many quotations from the focus
group are intertwined into the results analysis section of this sttty \oice recording of the

focus group is also available upon request from the researcher if deemed necessary for examination.

3.5 Supplementary Interviews

It is very important to understand that the two supplemental, professional interviews shown
alongsiddier three in Figure 1 at the beginning of this chapter are not considered quantitative or
gualitative methodologies for triangulatiorlowever, these interviews are indeed part of the study
because of their nature and contributions to both thexedyeaults. Both have been previously
mentioned in Chapter 2 of this study, and will also be mentioned furthélivem separate, personal
interviews within the fields of search engine privacy and information ethics were conducted in order
to substantiate the rieds, theories, and results of this studese interviewees are considered,
Akey informantso to the study who ar e, Arepea
(Lazar et al. 197).

The first interview that was conducted was that of ProfeS#ler Obelitz Sge from the
Copenhagen Universityds .Pnofesesbe S8erdbnbkpema
philosophy of information, and in particular tbencepts of misinformation and disinformatidie
second interview that was atucted was with Brian Schildt, Chief Relationship Officer (CRO) of a
Danish company calledrivacore which has created a web search engine chiledk. Br i an 6 s
interview focused on the benefits of a privdmsed engines such as his, and supplemerged th
arguments about engines that protect user privacy do exist, and are attempting to gain traction.

These interviewees did not participateeither the questionnaire tire focus group
setting. Both interviews were recorded with a mobile voice recorédrquotations from the two

interviewees have been presented and stamped with their approval for usage within this study
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exclusively. The voice recordings from these interviews are available upon request from the
researcher if deemed necessary for suppigary examination. A copy of the summary transcript

of approved quotations from these interviews can be found in the appendix for reference.

3.6 Timeline, Material, & Execution

This study was executed over the course of exactly six mofrths: the onset of the project
to the analysis and conclusions, during the months of February through July of 2018.

The questionnaire portion of thtmsltwasudy wa
possible for respondents to complete the questionnaire itself in under 10 minutes, digitally and in
their own time.Respondents were given one chance to fill out the form, to ensure replications did
not occur. After the two week period obak the questionnaire was no longer available to the
public, to ensure that data collection could begin without the interference of more responses.

Google Formsvas used to create they survey, while the programiafsoft Excelwas
used to collect andrganize response dath.is noted that utilizingsoogle Formawithin this study
could be seen as a potential bias towards the resddmtever, this was not the case, as
respondents were informed that its usage was not an endorsemenCafagigplatforms. In fact,
the utilization ofGoogle Formgproved to be necessary, for the sake of the short time constraint on
the project, allowing the researcher to convert, analyze, and create visuals for the data at a faster
rate. According to Kim, Davis, antlazar et al., these wdlased design tools such@sogle
FormsandSurvey Monkeyamong others, are chosen because of time constraints on research (Kim
and Davis 70; Lazar et al. 125).

The focus group portion of this study was approximately an hour lhdour participants
were asked to meet a specific time in a secure and private locAtioording to Garcia et al. the
location of the focus group is also very important, in order to ensure that there an undisturbed and
safe environment is display¢@arcia et al. 8.0). Additionally, each participant was issued an
artificial name, with their own approval, in order to keep their contributions anonymdusur
participants were issued a confidentiality agreement, and given the proper amouasttofridad it
over and sign on their own behalfhere was no coercion or reward given for their signatures.

Each participant had the possibility to withdraw their results and participation within this study
without consequenceA copy of the participatin and confidentiality agreement can be found in the

appendix.
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Chapter Four

4.0 Results Analysis & Discussion

This chapter will analyze the results from the quantitative and qualitative methodologies that
were employed for this study. Both questionnaire and focus group results will be analyzed together,
compared, and contrasted with the goal of convergence &diyvaf the results. It is the hope
that the hypotheses will be not necessarily be proven, but point to suggestive patterns within a small
pool of Googleand norGoogleuser opinions.

This chapter is divided into three separate sections, with each section addressing the
respective research questions and hypotheses. Results will appear in the form of figures extracted
from the released quest i onn aasultefm theacenslucted s, al

focus group. Analysis and discussions are interwoven with them.

4.1 RQ1 & H1: Trust and Convenience
1 RQIL: What factors influence how search engine users perGew® g tokedtisn and

aggregation of user personal information into the profiles of the digital self?
1 H21: Multiple factors influence how search engine users percgiveo g tokedtisn and

aggregation of user personal information into the profiles of the digital self.

When analyzing the results from both the quantitative questionnaire data and the qualitative

focus group data, some consistencies regarding RQ1 and H1 iorrétathe theories and scope of
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this study are observed. Overall, the factorswdtandconveniencare suggested as the most vital
concepts that influence how search engine users pei@ave g tokedtien and aggregation of

user personal informatn into the profiles of the digital self. Through these results, RQ 1 was
effectively answered. H1 was suggested positively, as well as additionally surpassing the original
hypothesis by bringing to light the factors themselves, not just the quag#gh of these factors

will be analyzed in the following two parts of this section.

Trust

This study has determined that trust is an important factor when considering search engine
user perceptions about the digital self. Here, trust is spoken abeunms af trusting th&oogle
service with user personal information. Results indicate that trust is importaobgpeusers,
however, most of them only findooglet o be MAsomewhat trustworthy,
is nuanced. As illustrated frothe respondent pool of the questionnaire in Figure 5 below, the
majority, 71.7%, ofcoogleu s er s i n this study find the engin
19.5% chose complete trust. This indicates that most users may inde&@btygkd but al® feel

as though it does not warrant full and unconditional trust.

33. Do you believe Google to be a trustworthy search engine?

113 responses

@ No, not trustworthy at all
@ Somewhat trustworthy
Yes, trustworthy

Figure 5, (#33 Questionnaire).

Focus group respondent a@dogleuser, Lasse, substantiates his choice to conGidegle
as Asomewhat trustworthy, 06 because of the sen

Lasse states that when he chooses t@usgle  &%,Y am giving away information about
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myselfétrusting them with i hemenounghnoitousethemr at
anymore, 0 (Lasse, Focus Group Interview). He
users consideBooglet o be fAsomewhat trustworthy, o0 not be
but rather because it is easieptd minimal trust in tqustify their use of the service.

Focus group participant Lynn,@oogleuser, adds to these questionnaire results, claiming
that the she does Googlgbecause shesirdenantly krusts the rules,s t 0
regulations, éablishments, and structures of our digital society that provide a check on the
company. Although it is indeed a company, she trusts the parameters of society that regulate
businesses such as these to keep t htpayanyn | i ne
money. | pay and in my data and it's highly problematic. They will use the data as much as they
canéeéBut | trust that there are frameworks for
protect my data in a way that provides somecstar d of security for me, 0O
Interview). Here, Lynn claims to turn to law and society to provide a check. She also justifies her
Asomewhat trusto in the ser Vviowa,infeshegiart i ng t hat
collection tactics, this provides the transparency she needs to trust them. Similarly, according to
Figure 6 below, out of the 113Googespeonde ngs. 3%
expressed that they hasemefamiliarity with how Googleworks in regards to the collection of

their personal information as into a profile as currency.

22. | believe that Google collects information about me based off of my
previous queries and online movements, to create a digital profile of me.

113 responses

100

80

79 (69.9%)

60
40

20 26 (23%)
1(0.9%) 1(0.9%)

1 2

Figure 6, (#22 Questionnaire).
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Further, Lasse and Lynnés qualitative dat a
guestionnaire, coincide with thieeories of Schneier andhidhyanathan noted in Chapter 2,
illustrating the exchange of personal information as currency. The participants note that although
they are aware that this exchange is taking p
Additionally, it is important to note in Figure 7 below: out of the full 120 respondents, 93.3% of
respondents chosgoogleas their preferred search engine. The numbers won the majority by a

landslide, and outweighed the combination of all of the otherlseagine choices combined.

13. What is your preferred search engine to use for web search queries?
Please choose only one or add your own.

120 responses

@ Google
@ Bing
Yahoo
@ Ask.com
@ Duck Duck Go
@ FindX
@ Qwant
@ | do not use web search engines.

172V

Figure 7, (#13, Questionnaire).
Figure 7 directly speaks to the factor of trusGimogle,thereby connecting all of these figures and
guotation results in the section. It is possible to ascertain that even though users are skeptical and
only Asomewhat trusto the service, they are a
is taking place, andtill an overwhelming amount of people choose to use it despite this potential
danger. A%/aidhyanathap oi nt s out, fADespite the shall ow u
wor k, Web users expr es sVaidhgamgthai®n These figarestleedo n~ wi t
directly into the second factor obnveniencehecause it is one of the main reasons users

s 0 me wh &bogledespite betng aware of its personal information exchange practices.

Convenience

This study has determined that convenience is one of the most important factors when

considering search engine user perceptions about the digital self. Here, convenience is spoken
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about in terms of the ease of usability of @@oglesearch engine. Ressilsuggest that one of the

mai n reasons sear ch e@®@oggledespiteits wivasy flaws isthee wh at tr
convenience of wutilizing its services. As il
guestionnaire in Figure 8 below, comence was deemed most important as motive for choosing
Googleas a search engine, receiving 96.5% of users claitvas vital. This percentage holds
significant value over the other factors: surprisingly over the 64.6% claiming speed, 56.6% for
accuacy, and 19.5% for personalized results. On the other hand, privacy was valued as

significantly least importanteceiving only a mere 1.8% of the results pool

16. What is your motive for choosing Google as your preferred search
engine? Please check all that apply.

113 responses

109 (96.5%)

Convenience
Count: 109

23 (20.4%)
22 (19.5%)
73 (64.6%)

64 (56.6%)

1(0.9%)

1(0.9%)

1(0.9%)

1(0.9%)

0 25 50 75 100 125

Figure 8 (#16, Questionnaire).

These results can be converged with those qualitative analysis, in particular through focus
group participant an@oogleuser Lynn, who state,] t hi nk it i s actwually
t hey have a | ot o-fulfillihgprophecy aBecdusenl oise it 3oimach, ofcourses | f
itéds convenient for me because they have all
hi story. They can suggest relevant thiGoogls t o
user, agreesandexplain speci fi cally why i tGoogleamostlypbecawsea i e nt
it's convenient. It has the largest database of results. It can be very eas@togleand it has a
lot of filters you can use on the engine itself to help find the exacotyjpe mat er i all you r
(Lasse, Focus Group Interview). Here, he points oo g tlataldase beingpvast as the main
reason he chooses to use it. As mentioned previously in Chapter 1 and 2 of this study, because
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Googlehas the funds and means to copg lifiternet into their index at a faster rate, and more often,
than other search engines, they hold an advantage for a greater number of results to be considered
for ranking. More results can translate to convenience and ease in finding what one mé&inge loo
for Moreover, these results also bring to light some of the issues that arise over the intricacies of
privacy versus convenience.

According to the quantitative data collected in this study, most users are aware of the
privacy concerns surroundingp@gle, as illustrated in Figure 9 below, but claim that they also

could know more about it. Additionally, only 10.6% claim to have eado g prigadyspolicy.

26. Are you aware of any privacy issues related to Google? Please check
all that apply.

113 responses

Yes, | learned about them
through the m...

Yes, | read Google’s privacy
policy.

Yes, | learned about them in
school.

Yes, | have heard about them
through wo...

Yes, but | am not fully aware of
most i...

No, | have never heard of any
privacy i...

58 (51.3%)
12 (10.6%)

37 (32.7%)

51 (45.1%)

64 (56.6%)

Figure 9 (#26, Questionnaire).

However, despite this awareness, the convenience factor seems to weigh more in their decision to
use it. Googleuser Eva states that often g@nvenience of usinGoogleovershadows the

i mportance of privacy for t hceofbasimgretevantori |l wo ul
predictive results sometimes causes me not to take as much account to the privacy aspect. Even
though I ' m aware that there are obviously 1iss
points to the same circumstancissirated in Figure 9: that she is aware of these issues but

continues to use it because of ease. Lynn agrees, suggesting the habitual nature of coritenience.
think it's also a habit: that you might have used it in the beginning and now, becaussywsed

to it, maybe you don't make an active choice,
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Here, both Eva and Lynn draw the connection between convenience and privacy, however,
the intricacies cannot be boiled down into a simple comparison of the two ageretother. As
focus group participant and n@oogleu s er Val e nt Googleagitasinow isseffeotivet , i
but there is ammbalanceb et ween convenience and protection,
Interview). As she suggests, users should not ttagbhoose a convenient, modern web search
engine service or the protection of their personal information and privacy. They should be able to
have both. Brian Schildt &indx agrees, claiming that his privatyased search engine gives users
theoptiono have both convenient results as well a s
things is that it does not matter if you tell us who you are or not. You should have the same features
avail able. o (Schil dt, | nhaeerascésetwlhoth features thatssers hr o
can regain control over their digital self personal information. This logic and these results align and
converge with Cohen, Pariser, SBe, and Wack©os
own informationand how it could potentially be dispersed. These theories and results converge to
claim that although Google forces its users into compromising their privacy for their service: but
convenience and privacy should not be mutually exclusive. These mdsalfsush past this notion
and into the theories mentioned in Chapter 2 of this study, explaining how the user having control
over their information means that their privacy is in their own hands. Therefore, the results can
point further towards a needrfGooglet o have more options for priwv
outdo from profiling. Wh i | e -baskdessaech éngineshsoch &so g i e

Findx, results suggest the need for Google to have these options as well.

4.2 RQ2 & H2: Not Quite Me
1 RQ2: Do search engine users vi€w o g prailing of the digital self as a completely
accurate picture of who they are?
1 H2: Search engine users do not viem o g pr&iling of the digital self as a completely
accurate picture of who they are.

When analyzing the results from both the quantitative questionnaire data and the qualitative
focus group data, some consistencies regarding RQ2 and H2 in relation tatlesthrd scope of
this study are observed. Overall, results suggest that search engine users dGmobsgd e 0 s
profiling of the digital self as a completely accurate picture of who they are, but instead, as a
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representation of guesses that can givigimsnto who they areThrough these results, RQ2 was
effectively answered, and H2 was suggested to be accurate. However, the results pushed further
that the original scope of H2, to include the idea that not only do users not view the digital self as
completely accurate, but just as a possible idea or representation.

According to focus group participant and rGonogleuser Valentina, her definition of the
digital self coincides with the theories of how it is defined for the purpose this study, presented in
Chapter2.ail think that my digital self is everythi
studying,where | am working, combined with my searches. Or what this profile has searched. So |
think that all of this amount of information is going to create an image of me, that combines things
of different sizes, not |RoausGrauplaterviea)d!| eat i naé
definition corresponds direGobgthaogeft he t heory
y 0 u(Radserpp.114)She al so speaks directly about the
information through the connecio of Fr eud and Ni ssenbaumdés t he¢
constructed and the digital self can therefore not be completely accurate because the user did not
fully create it themselves. Insteddlpoglewor ks backwar ds t oersonake part
information to create it. This connects to N
represent users and make assumptions about them, without understanding the full complexities of

human nuance and behavior.

Additionally, Lasse, &00gk user, explains his interpretation of the digital self similarly to
Valentina, but takes it further to include titab o g searéh€ngine technology is not advanced
enough to pick up on all of the circumstantial nuance associated with the human self.
Abee my digital self beingéa constru
di sli kes based on my behavior online
that can be misconstrued, or purely guesswork on the computer side, when
it's creating all this information bause it tries to make sense of the patterns
that you have. And | think that we're not there technologically, where the
computer can make al t he ¢ or daeesnt kngvihe tilspectsiré |t
of a person because you are more than you can ever expiiassoothe
behaviors that you display online, because you might have a very different
behavior in real l'ife...O0 (Lasse, Fo
Lasse speaks 18 0 0 g algorithenic code that is able to collect personal information for the digital

self, but not necessarily all of the factors that influence who he is as a human being. Eva agrees,
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stating that: #fAélt's [the digetalbsséel ié¢reé'ssna
and outs of your personality and character th
Interview).

Lasse and Evabds t hought salgarithmsmae adt netitral, agd3 e 6 s
that they are full of assumptie about the world (Sge, Interview and 325). As both Lasse and Sge
point out, the analysis of the digital self can show patterns. However, because of the nature of the
bias embedded within the collection ainderpretation of the digital self, thererie assurance of
what the patterns exactly point to. Moreover, these assumptions can give an idea, but not the whole
picture of the human behavior.

The qualitative data from the focus group as well as the theories from this study converge
with the results fsm the quantitative questionnaire. In Figure 10 below, 1@osigleusers

responded similarly, indicating that they believe that the digital self profile is a somewhat accurate
version of who they are

23. If you agreed to question #22: | believe that Google’s profile of me
reflects an accurate picture of me.

113 responses
60

47 (41.6%)

37 (32.7%)

18 (15.9%)

6 (5.3%)

Figure 10 (#23, Questionnaire).

A combined 74.3% of respondents chose Likert Scale choices 3, and 4, indicating that they believed
the digital selficouldbe indicative of who they are However, perhaps more crucial, only a mere

5.3% of respondents chose number 5, which poses that tted déedf does indeed reflect an

accurate picture of who they ardt is therefore possible to infer from the quantitative results that

users feel as though the digital self is merely a guess at who they might be, and can give insight into

who they are. e qualitative results in the focus group provided the space for further clarification
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and explanation beyond the limited answers a Likert Scale question could provide on the same
topic.
Further, the results indicate convergence with each other and tieeghie this study that
focus on the context of the personal information within the digital self. Lasse provides an example
that the context of personal information can be misinterpreted to create new information and
assumptions about the individual bathithe digital self.
AJust being somewhere, it doesn't always necessarily create evidence that
you've been a part of whatever [is happening there]. Let's say a riot Egypt.
There were people who were persecuted for being in that general area
becauseitwas | | egal éBut just because you'r
participating in the illegal actions
context. You can draw conclusions about the data that you put in that is not
necessarily true,térview)l ass e, Focus Gro
Lasse speaks to the idea of new information being created based off of assumptions and inferred
thinking. Hi s ideas are similar to Cohen, N i
information. As noted previously in Chaptei2¢ When you shift the conte
meaning of the information itself, o0 (SRBe, 1Int
with Lasseds | ocational exampl e. I f this | oc
without urderstanding the full implications of the situational circumstances, the context of the
information shifts to be incriminating. Furth
that aggregated digital self information that is taken out of contextaae real life consequences
for individuals outside of the digital real(@ohen 32).
Additionally, on a similar note, the digital self can make assumptions and
misinterpretations off of user personal information, because it assumes that all of phisbra
enters into the engine is relatable to them. However, this is not necessarily always the case, as
many users search @oogleon behalf of others. According to the quantitative results observed in
this study, Figure 11 shows that 15.8% of respotgdsearch on behalf of other people multiple

times a day, and 45% of respondents a few times a week.
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10. How often do you carry out web search engine queries on behalf of
others?

120 responses

@ A few times a day
@ A few times a week
A few times a month
ﬂ @ Fewer than a few times a month
@ Never, | only carry out search engine
queries for myself.

@ Never, | do not use web search
engines.

Figure 11 (#10, Questionnaire).

These results continue on in a sequential pattern to show that all of these users search on behalf of
others at some jit, andnoneof t he respondents cl aimed never

statements can attest to this, Anl'"ve al so se
doesn't make any s e(iasse, Focas Grohp Irgervievgflaig additionpllg t t e r n
points to the theories of Cohen, Nissenbaana Sgewhich claim that digital self cannot be
completely accurate because the information lacks the context for understanding that input
information may be about more than one person.

AmongnonGoogleusers such as Valentina, the fear of misrepresentation motivates the
choice to use another engine that prioritizes privacy, with the hope that it does not create a digital
self. Therefore, the data cannot be misinterpreted ifitdoesnotéxéstt ' m t erri fi ed o
control over what the digital self is going t
myself as a human being, | think about myself as something | have collected into my mind. It's like
all of my experiencesisce the day | was born. It's so complicated, seeing it as a simple collection
of information | feel it's not enougWalentina, Focus Group Interview).

Similar to Valentina, and as illustrated in Figure 12 below, of mostGmuygleusers in this
study 429% do not believe that their other engine creates a digital self at all, pointing to the idea
that not creating a digital self of personal information for users could be a key factor that users

consider when switching out Googleusage or choosing an eng in general.
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40. | believe that my search engine collects information about me based
off of my previous queries and online movements, to create a digital
profile of me.

7 responses

3 (42.9%)

2 (28.6%)

2 (28.6%)

0 ((lm%) 0 ((l)%)

3 5

Figure 12 (#40, Questionnaire).

Further, to continue with this logic in Figure 13 below, all4@wogleusers value

privacy in some

form when they choose an alternative search engine. 57.1% Valwitist r ongl y i

Likert Scale.

43. Privacy is important to me when using my search engine.

7 responses

2 (28.6%)

1 (14.39
0 (0%) 0 (0%) (14.3%)
0 | |

1 2

4 (57.1%)

Figure 13 (#43, Questionnaire).

In thisgroup of results, a pattern can be observed that®otiyleusers and neoogle

Th

mpor

users within this study alike believe tliab o g digtd self is not a completely accurate picture of
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who they are, butather can give insight into the user. Both types of users also agree that the digital
self cannot be accurate because there is not any context to substantiate and support the personal
information found within it. However, the difference to be notecksults is that among nen
Googleusers, the fear of misunderstanding of their digital self is strongecoad bea part of

what motivates them to choose anothergeangine.

4.3 RQ3 & H3: Somewhat Violated
1 RQS3: To what extent do search engine users W& 0 g aggrégation and usage of the
digital selfdés personal information as a Vv
1 H3:Searchengineusersvieswo oghgdésegati on and usage of t

information asasomewhat of a violation and loss of control over privacy

When analyzing the results from both the quantitative questionnaire data and the qualitative
focus group data, some consistencies regarding RQ3 and H3 in relation to the theories and scope of
this study are observed. Overall, search engine userGoeg e aggregation and usage of the
di gital sel f ds asemewlanfa Violaiiondndlossa tontrol mvergsvacy.

Through these results, RQ3 was effectively answered, and H3 was suggested to be atbileate.

the results from both thguestionnaire and the focus group converge, the theories in this study push
the results further. The theories suggest that: although respondents and participants from both
methods feel thaBoogleonl vy fisomewhat viol at esimdtheheir priv
construction of this study claim that their privacy has indeed been violated: because there is an
inherent loss of control over information by the individughis section will therefore outline if

Googleor nonrGoogleusers care about privacynagthe practice of hoWoogleindeed violates it

In order to best answer this research question, it is important to gauge whether or not users
value privacy as important to them for choosing a search engine. Figure 14 shows an alarming
response: that owtf all 120 questionnaire respondents, each and every one had h&aotd
(100%). However, a significantly smaller number of them had also heard of poaaey services

(PIT search engines) that advertise that they prioritize user privacy.
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Figure 14 (#12, Questionnaire).

The most welknown wasDuckDuckGowith 35% of respondents able to identify it. However, as
mentioned earlieluckDuckGads a search engine that pools results from larger search engines that
do not protect privacy, andthenise | ds t he user sd i deHRntdxwhigh Acc
was mentioned previously in Chapter 2, this can be problematic because there is still a middle man
between the search engine and the end user, who can make changes to this cooperatioreat any
Only 1.7% of respondents were able to idenfifyant one of the leading privadyased search

engines in EuropeA smdl percentage of 3.3% o&spondent&lentified Findx, the privacybased

engine that was examin@dthis study

25. Privacy is important to me when using the Google search engine.

113 responses

50

45 (39.8%)

40

30
26 (23%)
20 22 (19.5%)
10 13 (11.5%)
7 (6.2%)

Figure 15 (#25Questionnaire).



